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Chapter 1: Introduction: Towards An Enabling Legal Ecosystem For Al In India

Today, India is at a pivotal moment in its tryst with technology. Artificial Intelligence (‘Al’)
has come a long way since the last decade, moving from experimental deployment towards an
essential tool deeply integrated with the economy, digital public infrastructure (‘DPI’),
healthcare, finance and everyday society. India holds a unique position for this technological
shift with this evolution; with its linguistic diversity, rapidly digitising economy and the largest
population of English speakers, it presents a fertile ground for Al-led transformation. At this
time, Al has moved from an experiment to the foundational stone of productivity, governance
and service delivery. In India’s context, Al can amplify these developments at a scale
previously unimaginable, strengthening DPI, access to healthcare and more. This makes Al not
just a revolution in technology, but a strategic national asset which, if leveraged carefully, can
transform India for the better. At the same time, important questions regarding the legal
certainty, institutional coordination and accountability arise with rapid and mass adoption of
Al These concerns can be understood to be not deliberate legislative silence, but rather of
institutional misalignment coming with struggles of legal frameworks failing to coherently
adapt and evolve with pace and complexity of technology.

This White Paper is an attempt to address this vacuum by proposing a harmonised, uniform,
certain and principle-based framework in India. Contrary to jurisdictions which have opted for
comprehensive regulatory instruments, we suggest that India’s unique conditions, its social,
technical, economical and innovative realities warrant an approach which balances
accountability and experimental freedom, which brings in regulatory certainty without the rigid
structures which stifle innovation.

I. Three National Imperatives for Indian Al

Believing that India’s Al policy is best formed by its own experiences and wisdom, the vision
of this paper consists of three national imperatives.

Firstly, that Al must become a tool in India’s developmental goals under Digital India, Make
in India, and Viksit Bharat 2047, fostering productivity, strengthening digital public goods and
expand access to services.

Secondly, any Al policy adopted by India must be a reflection of its constitutional values which
uphold dignity, equality, development for all and due-process. As India strives to become one
of the largest Al societies in the world, it must ensure than technology democratises
opportunity, not curtail it.

Thirdly, India’s Al policy must come from its national experiences, built on international best
practices but having domestic roots, a reflection of its realities, and a vision of what it strives
to be.
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I1. Defining ‘Artificial Intelligence’: A Functional and Adaptive Approach

To achieve these outcomes, this chapter begins by defining what we mean by °Artificial
Intelligence’ or ‘Al for the context of this paper. Al as a domain is rapidly evolving and hence,
lacks a universally acceptable definition. However, given the intention of this paper is to
suggest the foundations of an enabling legal ecosystem, the definition adopted by this paper
moves beyond technical descriptions to adopt a functional definition in line with global
standards and India’s developmental and governance aims.

To adopt a definition, this paper draws from international and domestic policy frameworks such
as the OECD Standard (2023)!, Article 3(1) of the EU Al Act? and National Strategy for
Artificial Intelligence by NITI Aayog.® These frameworks share similarities in their functional
definitions of Al. Hence, the paper defines Artificial Intelligence as ‘A machine-based system
that operates with varying levels of autonomy and adaptiveness, processing data to
generate outputs, such as content, predictions, recommendations, or decisions which
influence physical or virtual environments.’

This definition is adopted to include 3 characteristics which are central to the governance
framework advanced in this paper.

Firstly, the distinctiveness between Al-systems and traditional-rule based software lie in
adaptiveness and learning. Traditional systems cannot learn, and are hence, deterministic.
However, Al systems rapidly learn and evolve, being probabilistic. This characteristic can
explain why traditional systems face challenges to work in tandem with Al-driven systems.

Secondly, the inclusion of the word ‘generation’ extends the analysis to generative Al systems.
This is increasingly relevant, given that the mass-core adoption of Al these days is of generative
AL

Thirdly, inclusion of ‘various levels of autonomy and adaptiveness’ make the category a
spectrum rather than a single category. This allows for an approach of differentiated
governance, where regulation and compliance can be different for different systems with
varying stakes. Through this functional definition, the paper excludes simplistic automation
tools which lack learning capabilities and focus on the major Al technologies.

! OECD, Recommendation of the Council on Artificial Intelligence OECD/LEGAL/0449 (amended 8 November
2023); OECD, ‘Explanatory Memorandum on the Updated OECD Definition of an Al System’ OECD Artificial
Intelligence Papers No 8 (OECD Publishing 2024).

2 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down
harmonised rules on artificial intelligence, art 3(1).

3 NITI Aayog, National Strategy for Artificial Intelligence: #41IforAll, Discussion Paper (June 2018), p. 7.

4|Page



MCASCA

CENTRE FOR ADVANCED STUDIES IN (\IIIH\\\I
ARTIFICIAL IN lllll(l\

III. The AI Value Chain: A Three-Tiered Classification

Now that we have arrived at a definition, it is crucial to mention what constitutes Al in practice.
These systems are non-uniform in their design and function and crucially, impact, operating at
multiple levels. For effective governance of these systems, it is crucial to acknowledge this
distinction.

For the purposes of this paper, a functional classification is suitable, which shall rely on the
role of the Al system in the technology ecosystem.

The Al Value Chain

,—| Consumer-
Facing Al O

Agentic Al

= U

The very first level is foundational models. The Stanford Institute for Human-Centered
Artificial Intelligence's (HAI) Center for Research on Foundation Models (CRFM) defined
foundational models as ‘any model that is trained on broad data (generally using self-
supervision at scale) that can be adapted (e.g., fine-tuned) to a wide range of downstream
tasks’.* Some well-known examples are Open AI’s GPT, Google’s Gemini and Meta’s LLaMa.
These systems are general purpose systems which can be adapted to be used or translation,
summarisation, image analysis etc. In the Indian context, these systems are increasing demand
for multilingual translation, document summarisation and speech-to-text systems. These
systems form the foundation for a multitude of Al applications. These systems face governance
challenges relating to training data provenance, systemic bias, concentration of technological
capabilities, and upstream accountability.

The second level are agentic Al systems. These systems operate on various levels of autonomy,
sometimes taking actions with limited human intervention. Some examples are algorithmic
credit-scoring systems such as Experian and TransUnion, and fraud-detection systems by Visa
and Mastercard. These systems hold the power to directly affect approvals and rejections
without human review. These systems pose challenges regarding accountability, reliability and
attribution of liability in case of adverse decisions.

The third level is the Al which face the consumers directly. These are model which interact
with people through digital platforms. Examples include ranking algorithms used by Amazon,

‘R Bommasani and others, ‘On the Opportunities and Risks of Foundation Models’ (18 August
2021) arXiv:2108.07258.
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YouTube and Instagram, and conversational chatbots employed by organisations for customer
support. These systems are crucial since they shape day-to-day opportunities of employment
and consumer choice. These accompany concerns of transparency, explainability, privacy and
ability to contest automated decisions.

Recognition of these levels and their different challenges is imperative to design function and
suitable governance standards, which can allow for calibration with levels of scale, autonomy
and impact of any given Al system.

IV. Methodology: Doctrinal and Comparative Analysis

This paper adopts a dual methodology, doctrinal analysis examines India’s existing legal,
economic and institutional landscape, including statutes such as Information Technology Act
(‘IT Act’), the Digital Personal Data Protection Act (‘DPDP Act’), the Consumer Protection
Act, and sectoral regulations issued by Reserve Bank of India (‘RBI’), Securities Exchange
Board of India (‘SEBI’), Telecom Regulatory Authority of India (‘TRAI’), Insurance
Regulatory and Development Authority of India (‘IRDAI’), and the Central Drugs Standard
Control Organization (‘CDSCQO’). This approach is adopted to understand the current state of
indirect regulation of Al in India, their limitations and scope for amendments. Further,
comparative analysis with foreign frameworks such as the EU Al Act, the UK’s principles-
based model, the US decentralised architecture, and Singapore’s implementation-focused
approach analyse their differences with the Indian approach, and seek contextual inspiration,
not regulatory transplantation. India must adapt framework suited to its own realities.

The second chapter goes on to analyse India’s core governance challenges. The chapter
highlights that India exists in a state where the booming Al adoption has outgrown state
capacity, creating legal ambiguities and uncertain implementation. The opacity of autonomous
systems also raises pertinent questions on liability, explainability, discrimination and due-
process. Further, privacy risks arise due to India, rapidly growing DPI. At the same time as all
of these challenges, India’s innovation landscape, which has outpaced regulatory processes
faces a risk of stagnation if asked to suddenly operate within a stringent, compliance heavy
framework. These challenges call for a coordinated, proportionate, future oriented governance
model.

To provide a guideline for the legal framework proposed later in the paper, Chapter 2 shall
introduce 4 foundational pillars quantifying the concerns mentioned before. These pillars are
accountability, transparency, privacy, and innovation enablement. As Chapter 2 will elaborate,
these pillars are not siloed but rather present a complex web of interlinked safeguards.
Accountability assesses responsibility across the Al value chain; transparency strengthens
oversight; privacy enables individual autonomy and innovation ensures that regulation does
not stifle but supports technological progress.

The paper then goes to propose that India’s requirements demand not a standalone Al Act, but
rather a coordinated governance framework. Given India’s delicate position of balancing
safeguards and innovation, with its diverse and large population, a centralised statute poses
risks of over-regulation, administrative inefficiency and stagnating innovation. Instead, a
coordinated governance framework, built upon an institutional mechanism, the National Al
Coordination Mechanism (‘NAICM”), which acts as an orchestrator, aligning with the Seven
Sutras introduced in the IndiaAl Governance Guidelines: Trust, People First, Innovation over
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Restraint, Fairness and Equity, Accountablhty, Understandable by Design, and Safety,
Resilience and Sustainability.’

The remaining chapters build upon this foundation. Chapter 3 proposes the harmonised legal
architecture under existing statutes, including NAICM. Chapter 4 provides concrete legislative
and policy recommendations. Chapter 5 concludes by reaffirming the need for a context-
sensitive, principles-driven model of Al governance. Annexure 1 and 2 describe the current
Indian and global regulations around Al, while Annexure 3 examines high-impact sectors of
healthcare and finance. Overall, the paper brings its focus on the legal and institutional
frameworks which are imperative for a responsible and scalable enablement of Al in India.
While AI policy sits at the intersection of other considerations including compute
infrastructure, environmental sustainability, defence and national security and broader
industrial applications, these do not fall within the scope of the present analysis. The present
discussion limits itself to legal clarity, accountability, privacy and innovation in light of
recalibration of present regulatory frameworks.

Together, the chapters mentioned above aim to guide India toward a regulatory ecosystem that
safeguards rights, enhances trust, and accelerates responsible Al adoption, ensuring that Al
becomes not merely a technological tool, but a strategic national asset.

Chapter 2: Identifying the Legal and Institutional Ambiguities in India's Al Legal
Framework

I. Introduction: India's Al Governance Gap

At this point of time, India is at a critical juncture in the journey to regulate AI. While its socio-
economic conditions have allowed for fast-paced and rapid adoption, such as deployment of
facial recognition systems across cities,® integration with DPIL,’ and rapid advances in the
fintech and health-tech space, its regulatory structure reflects plethora of uncertainty. This rapid
adoption has not left existing legal framework obsolete, but rather left ambiguities as to how
principles of liability, transparency, privacy and accountability apply in the age of Al. These
are not regulatory failures, but ambiguities which are on the rise due to pace and complexity of
Al deployment in India. This chapter shall explore the key areas where these ambiguities and
governance gaps arise. As it currently stands, existing legislations such as the DPDP Act® cover
a highly limited scope of automated decisions, and advisories from sectoral regulators such as
the RBI and TRAI do not address the lacunae entirely, and further, lack cohesion.” All this
while, Al is being leveraged for decision-making increasingly.

> Ministry of Electronics and Information Technology, India AI Governance Guidelines (Press Information
Bureau 4 November

2025) https://static.pib.gov.in/WriteReadData/specificdocs/documents/2025/nov/doc2025115685601.pdf access
ed 27 November 2025.

¢ Intifada P Basheer, ‘Bias in the Algorithm: Issues Raised Due to Use of Facial Recognition in India’ (2025)
SAGE Journals https://journals.sagepub.com/doi/10.1177/24551333241283992 accessed 27 November 2025.
"World Economic Forum, ‘Building Security into India’s Digital Public Infrastructure’ (World Economic Forum,
2025) https:// www.weforum.org/stories/2025/10/security-by-design-india-digital-public-infrastructure/ accessed
27 November 2025.

8 Digital Personal Data Protection Act 2023.

9 Ministry of Electronics and Information Technology, India AI Governance Guidelines (4 November 2025) 15—
17.
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I1. Overview of India's AI-Specific Risks

Factors which the risks posed by India’s Al ecosystem unique include the country’s scale, its
diversity and its infrastructural shortcomings. With a population of nearly 1.5 billion, as the
world’s largest democracy attempts to integrate Al into its governance, it faces widespread and
profound socio-economic disparities. These disparities warrant examination of the ecosystem
from a multidimensional plane, from the lens of ethics, economics, law and socio-technical
realties.

Existing v. emerging risks

The ambiguities identified in this chapter operate on two distinct planes. Certain governance
challenges are already manifest in India’s present deployment of Al systems, affecting areas
such as workforce replacement, financial services, platform governance, and content
moderation. Other ambiguities are prospective in nature, likely to intensify as Al systems
become more autonomous, adaptive, and deeply embedded within critical decision-making
processes. Distinguishing between these contemporary and emerging concerns is essential to
ensure that governance responses remain both timely and proportionate.

Dimensions of Al Risk in India
Ethical Risks

e Societal Bias
o Multilingual Exclusion

Socio-Technical Risks Economic Risks
© DPI Failures e Labour Displacement
o Systemic Vulnerability V' ® Inequality in Access
Legal Risks Economic Risks
o Liability Ambiguity e Labour Displacement
* Rights Infringement e Inequality in Access

Firstly, is the aspect of ethical risks. The ethical risks which arise in a specific context of India
are when models are trained on inadequate data sources which amplify the societal biases
present within these data sets, not accounting for India’s diversity. This can then result in unfair
outcomes which create a disproportionate impact. Without contextual coverage, biased Al
systems can exclude or misrepresent a huge part of the population, given India’s hundreds of
languages and sociological contexts. Research on multilingual bias in AI models shows that
models exhibit greater bias in Indian languages such as Marathi, Odia and Assamese. These
models cannot serve these language bases in a fair manner. '

Further, research in Al fairness has shown that bias in Natural Language Processing (‘NLP’)
systems can amplify existing social rhetorics along dimensions such as caste, religion and

10 ‘BharatBBQ: A Multilingual Bias Benchmark for Question Answering in the Indian Context’ (2025)
https://arxiv.org/html/2508.07090v 1 ?#abstract accessed 27 November 2025.
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gender if adopted without appropriate guardralls, copying from western fairness systems.!! In
a response to this, institutions such as the Centre for Responsible Al at IIT Madras have
launched initiatives such as IndiCASA dataset, which is being utilised to detect caste, gender
and other biases in conversational Al systems.'? Having no unified legal requirements for
systemic audits, these risks can deepen as Al is deployed at a wider scale, especially in critical
decision-making contexts.

Secondly, there is the angle of economic risks. Economic risks in the Indian context centre
around labour market disruption and inequality in access to automated tools. India has a
predominant service-based economy, where huge segments of available employment are
routine, low-income tasks. The Economic Survey of 2024-25 acknowledges that use of Al has
led to productivity gains, it poses the risk of labour displacement, particularly in the lower-
income segment.!3 This trend can already be seen in sectors such as business process
outsourcing and customer support, where upcoming startups have developed Al chatbots such
as LimeChat,'* which are replacing routine worker jobs, particularly for call centre employees.
This problem is met with another intersecting dimension, where research shows an increase in
job roles which are primarily high-skilled!®, creating a situation of double vulnerability, where
jobs are reduced and the ones created are inaccessible to the workers without any reskill
opportunity.

In the economic impact on consumers, the financial sector is a prominent example. While use
of Al has allowed faster and broader access to credit,'® the risks of bias and uneven access
persist, even if intricate causal data is not present.!” These observations establish that India’s
social protection was not designed with Al in mind, and governance policies must factor Al’s

reality to mitigate such risks.

The third risk is legal risk, which revolves around the lack of liability attributing frameworks.
When the interaction between legal framework and technology is uncertain, use of algorithmic
systems in public governance affects fundamental rights and due process. For example, India’s
Facial Recognition Technology (‘FRT’) initiatives such as Punjab’s PAIS,!® Uttar Pradesh’s

' Bhatt S and others, ‘Cultural Re-contextualization of Fairness Research in Language Technologies in India’
(preprint, under review, 2022) https://ai-cultures.github.io/papers/cultural re contextualization .pdf? accessed 27
November 2025.

12 “IIT Madras Wadhwani School of Data Science & Al focuses on impactful research and education in Data
Science and Artificial Intelligence’ (Indian Institute of Technology Madras, Press Release, 9 January 2026)
https://www.iitm.ac.in/happenings/press-releases-and-coverages/iit-madras-wadhwani-school-data-science-ai-

focuses.

13 Ministry of Finance, Economic Survey [2025-26]
https://www.indiabudget.gov.in/economicsurvey/doc/echapter.pdf accessed 27 November 2025.

14 LimeChat, https://limechat.ai/ accessed 7 February 2026.

15 Ritika Saini and Manju Dahiya, ‘Al-Driven Automation and Labor Market Displacement in India: A
Socio-Economic Data-Centric Perspective’ (2025) 11 International Journal of Environmental Sciences.

16 Laura Chioda and Vikram Nath, Breaking Barriers to Financial Access: Cross-Platform Digital Payments and
Credit  Markets (Working  Paper No 33259, National Bureau of Economic Research
2024) https://www.nber.org/system/files/working_papers/w33259/w33259.pdf accessed 7 February 2026.

17 Sonja Kelly and Mehrnoush Mirpourian, 4lgorithmic Bias, Financial Inclusion, and Gender (Women’s World
Banking

2021) https://www.womensworldbanking.org/wpcontent/uploads/2021/02/2021_Algorithmic_Bias Report.pdf a
ccessed 7 February 2026.

8Punjab Police Receive FICCI Smart Policing Award 2018 for PAIS (DQ Week, 2018)
https://www.dqweek.com/punjab-police-receive-ficci-smart-policing-award-2018-pais/  accessed 7 February
2026.
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YAKSH'" and TSCOP + CCTNS in Telangana are utilised for catching criminals through
face-mapping and recognition. Research shows that deployment of these technologies without
adequate guardrails allows for misuse and exploitation.?! The deployment of these technologies
has far-reaching constitutional implications regarding the Right to privacy under Article 21.
Without safeguards and an adequately effective data protection framework, these technologies
and their legal operations remain uncertain. In context of judiciary, use of Al tools in
administration such as Supreme Court Portal for Assistance in Courts Efficiency (‘SUPACE’)
and translation tools like SUVAAS have raised concerns about privacy, confidentiality and
exclusion of population which is not familiar with the technology. %2

The last dimension within this paper are the socio-technical risks. These risks arise when Al
models are embedded in DPI. Within DPIs, these can be used for automated decision making,
which has wide ranging consequences. In India, DPIs such as Aadhar, UPI and ONDC have
embedded Al systems for fraud detection, authentication monitoring, transaction risk analysis,
and network optimisation. The Unique Identification Authority of India (‘UIDAI’), which
operates Aadhar uses Al and Machine learning tools for fraud analytics and anomaly
detection.”® UIDAI’s reports label use of Al for monitoring authentication patterns and
improving system efficiency.>* Systemic failures in these services directly translate into denial
of essential services, and these technical failures in Aadhar services are well documented.?
Similarly, the RBI has also recognised the growing use of Al and Machine learning in payment
systems for real-time fraud detection and risk management.?’ Given how payment gateways
like UPI are classified as systemically important payment infrastructure, algorithmic failures
would not be isolated harms, but catastrophic. In the digital commerce sector, the Open
Network for Digital Commerce (‘ONDC”) utilises Al for searching and matching?’, similar to
how ranking systems are used by bigger players. As a government backed initiative, Al driven

19 Yaksh Al App Strengthens Crime Detection in UP (SMEStreet, 2024) https://smestreet.in/technology/yaksh-ai-
app-strengthens-crime-detection-in-up-10957874 accessed 7 February 2026.

20Telangana State Police, ‘About CCTNS’ https://www.tspolice.gov.in/jsp/cctns.do?method=aboutCctns accessed
7 February 2026.

2l Centre for Internet and Society, Facial Recognition Technology in India https://cis-india.org/internet-
governance/facial-recognition-technology-in-india.pdf accessed 7 February 2026.

22 Pragya Nagpal and others, ‘Use of Al Tools Like SUPACE in Indian Judiciary: Constitutional Safeguards for
Due Process and Judicial Independence’ (2026) 14(1) International Journal of Engineering Development and
Research (IJEDR) 98.

23 Unique Identification Authority of India, Annual Report 2022-23
https://uidai.gov.in/images/AnnualReports/UIDAI Annual Report 2022-23.pdf accessed 7 February 2026.

24 Unique Identification Authority of India, Annual Report 2022-23
https://uidai.gov.in/images/AnnualReports/UIDAI Annual Report 2022-23.pdf accessed 7 February 2026.
ZComptroller and Auditor General of India, Report No 24 of 2019: Compliance Audit Union Government -
UIDAI

https://cag.gov.in/uploads/download_audit_report/2019/Report No 24 of 2019 Compliance_Audit UIDAI U
nion_Government.pdf accessed 7 February 2026.

26 Comptroller and Auditor General of India, Report No 24 of 2019: Compliance Audit Union Government —
UIDAI

https://cag.gov.in/uploads/download audit_report/2019/Report No_24 of 2019 _Compliance_Audit UIDAI U
nion_Government.pdf accessed 7 February 2026.

27 Open Network for Digital Commerce, Official Documentation https://www.ondc.org accessed 7 February
2026.
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https://uidai.gov.in/images/AnnualReports/UIDAI_Annual_Report_2022-23.pdf
https://cag.gov.in/uploads/download_audit_report/2019/Report_No_24_of_2019_Compliance_Audit_UIDAI_Union_Government.pdf
https://cag.gov.in/uploads/download_audit_report/2019/Report_No_24_of_2019_Compliance_Audit_UIDAI_Union_Government.pdf
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ranking systems will directly affect competition and market access, requiring transparency and
auditability.?®

III. Pillars of India’s AI Governance Regulation

This chapter shall identify four foundational pillars, which lie at the heart of India’s Al adoption
and which must guide India’s AI governance mechanisms. These are accountability and
liability, transparency and explainability, privacy and data governance, and innovation
enablement. Being interconnected and multidimensional, these pillars explain India’s complex
regulatory ecosystem which is in desperate need of redressal. These pillars flow from the Seven
Sutras as included in the IndiaAl governance guidelines by MeitY, where the principles
enshrined therein are operationalised for the stakeholders to adopt in a practical sense.

II1.1 Accountability and Liability

The first pillar which is crucial for an enabling Al governance framework is accountability and
liability. This essentially means identification of who is responsible when Al systems cause
harm. As the technology enters mass-adoption, this question has different answers for specific
sectors and no clear answer in a general sense. This is because Al-systems operate through a
chain of multiple actors, which is inconsistent with traditional liability attribution frameworks
under existing statutes such as the IT Act?®, the Consumer Protection Act, 2019°°, and the DPDP
Act’!

A typical Al model engages multiple participants in its process. One entity may collect data,
one may supply it, the developers design and train models, the intermediary hosts and integrates
the model, and then finally comes the consumer who uses it. When a harm arises from the
model being used by the consumer, it becomes an incredibly complex process to allocate
liability. This complexity is already coming to notice of policy makers, as it is getting adopted
in crucial sectors such as healthcare®?. The Indian Council of Medical Research (‘ICMR’), has
released the Ethical Guidelines for Application of Artificial Intelligence in Biomedical
Research and Healthcare, 2023.%3 These guidelines prescribe a distributed liability model. Here,
in case of a failure, a developer is responsible for technical malfunction and system bias while
the clinician is responsible for errors in final judgement. This is what is often called as Human-
in-the-Loop (‘HITL’) requirement, where the clinician has to provide a ‘reasoned clinical
justification’ for accepting or rejecting an Al output. The guidelines call for liability to be pre-
defined before adoption, hence symbolically closing the accountability gap without addressing
the illusion of control which accompanies HITL.

2 K E, E H and M, ‘Blockchain Meets Al: Future of Decentralized Digital Commerce with ONDC’ (3rd
International Conference on Advancement in Computation & Computer Technologies (InCACCT), Gharuan,
India, 2025) 302.

2 Information Technology Act 2000.

30 Consumer Protection Act 2019.

31 Digital Personal Data Protection Act 2023.

32 K Pradhan, P John and N Sandhu, 'Use of Artificial Intelligence in Healthcare Delivery in India' (2021) 5
*Journal of Hospital Management and Health Policy https://doi.org/10.21037/jhmhp-20-126 accessed 7 February
2026.

3 Indian Council of Medical Research, Ethical Guidelines for Application of Artificial Intelligence in Biomedical
Research and Healthcare (DHR-ICMR Artificial Intelligence Cell 2023) https://www.icmr.gov.in/ethical-
guidelines-for-application-of-artificial-intelligence-in-biomedical-research-and-healthcare accessed 7 February
2026.
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Another key aspect of ambiguity is the nature of liability. This comes in a conflict between
civil harms and criminal harms. Most of the harms which currently happen from Al-decisions
are framed around civil liability, not criminal, such as negligence or breach of duty.** Firstly,
these standards were built around deterministic human behaviour, failing the probabilistic and
influenced nature of self -learning models.*>> Secondly, in establishing criminal liability, the
standard is one of ‘beyond reasonable doubt’. This can become problematic to prove when a
human was in the loop with the machine but out of depth because of the variables an Al could
consider.’*® While multiple solutions have been suggested, without legal certainty on liability,
availing remedies would be difficult in practice.

The most crucial accountability challenge is the distinction between hosts, intermediaries and
deployers in Al systems. Entities which host and provide Al models usually do not exercise
control over their models in practice, while deployers usually rely on Al outputs without cross-
verification of model logic or training data.’” The existing safe harbour framework under
Section 79 of IT Act, 2000°® was designed for hosting intermediaries and not for Al-generated
outputs, leaving the protection and obligations for various players in the Al value chain
uncertain.®

I11.2 Transparency and Explainability

The second pillar revolves around transparency and explainability. These two concepts are
distinct, yet highly confused in legal policy discourse. As Al systems engage in services which
affect fundamental rights of citizens, it is crucial that visibility in their operations and
justifications for their decisions is accessible for procedural fairness.

The first factor is transparency, which refers to visibility of usage of an Al system. It concerns
whether the affected stakeholders are aware about the usage, the purpose of such usage, under
which governance framework and by whom is the system is being used. This transparency is a
form of disclosure about the functionality of the system, the nature of data used and
responsibility allocation. This disclosure must not be conflicted with exposure of proprietary
information, but rather legal oversight. The second factor, which is explainability, works in
contrast to this. Explainability in context of Al systems is the ability to provide ‘intelligible
justifications’ behind the decision by a machine. In modern day Al systems, decisions are not
based on rule-based logic. Rather, they are derived from a complex statistical system which
hosts billions of parameters.*’ These systems do not reason similar to humans, and hence,
cannot justify their decisions like humans. Even when they can justify their decisions, its post-

3 C Haden, 'The Consequences of the AI Act and Proposed Al Liability Directive on Medical Negligence' (2024)
11 Oslo Law Review 1 https://doi.org/10.18261/0lr.11.1.4 accessed 7 February 2026.

35 B Soyer and A Tettenborn, 'drtificial Intelligence and Civil Liability—Do We Need a New Regime?' (2022) 30
International Journal of Law and Information Technology 385 https://doi.org/10.1093/ijlit/eaad001 accessed 7
February 2026.

36 S Gless, FI Lederer and T Weigend, 'Al-Based Evidence in Criminal Trials?' (2024) 59 Tulsa Law Review 1.
37 Ministry of Electronics and Information Technology, India Al Governance Guidelines (Press Information
Bureau 4 November 2025) guideline 4.2.

38 Information Technology Act 2000, s 79.

3% ESYA Centre, Crafting a Liability Regime for AI Systems in India (September 2024)
https://aiknowledgeconsortium.com/wpcontent/uploads/2024/10/ReportESYACentreReportCraftingal.iabilityRe
gimeforAlSystemsinIndia.pdf accessed 7 February 2026.

40 MT Ribeiro, S Singh and C Guestrin, ""Why Should I Trust You?" Explaining the Predictions of Any Classifier'
(KDD 2016) https://www.kdd.org/kdd2016/papers/files/rfp0573-ribeiroA.pdf accessed 7 February 2026.
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hoc (after the decision is made) and approx1mate in nature.*! These justifications are
behavioural and not causal reasoning like humans do. This difference is crucial, since
transparency relates to oversight while explainability enables contestability. This is what allows
individuals to appeal Al-assisted decisions.

Explainability in modern Al-systems is achieved through interpretability tools which operate
post-hoc. These include Local Interpretable Model-Agnostic Explanations (‘LIME’)*? and
SHapley Additive exPlanations (‘SHAP”).** These tools do not reveal the internal logic of the
model (since it is impossible to trace) but rather generate approximations by providing an
estimate in how introducing differences in input can influence a particular output.** For
example, in a credit decision, such tools may indicate that income level or credit history

contributed significantly to the outcome.

These explanations do not explain parameter causation, but only feature influence. These tools
utilise counterfactual simulations and sampling techniques to describe model behaviour (which
feature changes to affect which outcome) and not model reasoning (what reasoning did the
model exactly apply). Much of technical literature has shown that model performance and
interpretability are inversely related, and the lack of interpretability is a structural characteristic
rather than a design flaw.*> Hence, it is a technically absurd expectation to see explainability
as a peek into the mind of the Al, seeing its reasoning process. However, with the tools
mentioned before, there can exist sufficient justification to review and challenge decisions.

These pillars are important for Al regulation in consideration of India’s constitutional
jurisprudence which is centred around procedural fairness and reasoned decisions in context of
state actions affecting fundamental rights.*S With the advent of Al-systems in public services,
its important harmonise the law and technology. If an Al-assisted system denies welfare
benefits under the Mahatma Gandhi National Rural Employment Guarantee Act
(‘MGNREGA")*, or influences credit decisions where the RBI’s Fair Practices Code requires
lenders to communicate reasons for rejection, the absence of intelligible justification risks
undermining due process. Many empirical studies and policy reports have highlighted the
challenges arising from automated decision-making systems which do not provide clarity on
their decisions.*®

41 SM Lundberg and S-1 Lee, 'A Unified Approach to Interpreting Model Predictions' (2017) arXiv:1705.07874
https://arxiv.org/abs/1705.07874 accessed 7 February 2026.

4 Marco Tulio Ribeiro, Sameer Singh and Carlos Guestrin, ‘"Why Should I Trust You?": Explaining the
Predictions of Any Classifier’ (2016) Proceedings of the 22nd ACM SIGKDD International Conference on
Knowledge Discovery and Data Mining 1135 https://arxiv.org/abs/1602.04938 accessed 28 January 2026.

43 Scott M Lundberg and Su-In Lee, ‘A Unified Approach to Interpreting Model Predictions’ (2017) 30 Advances
in Neural Information Processing Systems 4765 https://arxiv.org/abs/1705.07874 accessed 28 January 2026.

4 F Doshi-Velez and B Kim, 'Towards A Rigorous Science of Interpretable Machine Learning' (2017)
arXiv:1702.08608 https://arxiv.org/abs/1702.08608 accessed 7 February 2026.

45 ZC Lipton, 'The Mythos of Model Interpretability' (2016) arXiv:1606.03490 https://arxiv.org/abs/1606.03490
accessed 7 February 2026.

4 Maneka Gandhi v Union of India AIR 1978 SC 597.

47 Reserve Bank of India, Guidelines on Fair Practices Code for Lenders
https://www.rbi.org.in/commonman/Upload/English/Notification/PDFs/36102.pdf accessed 7 February 2026.

48 Haseena K, 'From Data to Decisions: The Impact of Automated Decision-Making Systems on India's Welfare
Schemes' (2025) 3(2) Journal of Social Issues and Development 15 https://journal.heritageindia.net/jsid-vol-03-
issue-02-may-august-2025/ accessed 28 January 2026.
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The recently notified DPDP Rules introduce Data Protection Impact Assessment (‘DPIA”)
requirements in context of significant data fiduciaries, including algorithmic due-diligence.*
The rules do not further describe the mechanism of a DPIA but at an industry level, a DPIA
would document purpose, data source and risk mitigation but exclude proprietary information.
Hence, Indian law, even if in limited manner, resorts to institutional accountability over
individual explainability.

Any framework for India governing transparency and explainability requires itself to be
context-sensitive and proportionate. Higher risk models demand higher explainability and vice-
versa. Demanding complete explainability is a technically infeasible idea committing
regulatory overreach.

I11.3 Privacy and Data Governance

Al systems are built on the foundation of large volumes of data, which is utilised for training,
validation and improvement. In the Indian landscape, the extensive reliance on DPI such as
Aadhar can raise privacy concerns when coupled with extensive usage of Al systems. While
the Indian landscape has seen a stride in its data protection journey with its DPDP Rules
notified in 2025 and operationalised by first quarter of 2027,°° the law does not address the
unique challenges posed by Al system lifecycles. These privacy risks do not arise from one
stage, but manifest differently throughout the stages of development and deployment.

At the stage of Al training, models are often developed using large datasets obtained from
existing systems using data for different purposes.®! India’s DPI host some of the biggest data
repositories in the world such as Aadhar, which hosts biometric data of 1.3 billion individuals>?
and CoWIN, which holds equally large health data®. While these repositories serve legitimate
uses for the public, their secondary use for Al training risks limitation erosion, dataset linkage
and re-identification.>* At the stage of Al deployment, systems process live data for predictions,
classifications and recommendations. Here, the risk is at its zenith, since if a model is provided
with non-sensitive input data, it still can make an assumption or inference about sensitive
attributes.”> For example, if a model learns that an Individual A has searched for expensive
running shoes, a specific type of athlete preferred protein powder and stamina-increasing drugs,
the model will conclude through statistical calculation that A is preparing for a marathon. This

4 Digital Personal Data Protection Rules 2025, r 13.

30 Ministry of Electronics and Information Technology, 'Digital Personal Data Protection Rules, 2025' (Gazette of
India, 13 November 2025).

S OECD, State of Implementation of the OECD Al Principles (OECD Digital Economy Papers No 347, 2023) 24
<https://doi.org/10.1787/1fdcdc58-en> accessed 29 January 2026.

52 Unique Identification Authority of India, State of Aadhaar Report 2024-25 (Ministry of Electronics and
Information Technology, 2025) <https://uidai.gov.in/en/about-uidai/reports.html> accessed 29 January 2026.

33 Ministry of Health and Family Welfare, Annual Report 2024-25 (Government of India, 2025) 154-156
<https://main.mohfw.gov.in/publications/annual-reports> accessed 29 January 2026.

4 Austin Eliazar and James Thomas Brown, ‘Re-identification risk for common privacy preserving patient
matching strategies when shared with de-identified demographics’ (2025) 32(11) Journal of the American Medical
Informatics Association <https://academic.oup.com/jamia/advance-article/doi/10.1093/jamia/ocaf183/8292788>
accessed 29 January 2026.

55 ResearchGate, 'The Pervasive Blind Spot: Benchmarking VLM Inference Risks on Everyday Personal Videos'

(November 2025)
https://www.researchgate.net/publication/397279908 The Pervasive Blind Spot Benchmarking VLM _Infere
nce_Risks on_Everyday Personal Videos accessed 29 January

2026.<https://www.researchgate.net/publication/397279908 The Pervasive Blind Spot Benchmarking VLM
Inference Risks on Everyday Personal Videos> accessed 29 January 2026.
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phenomenon is well documented in machine learnmg and is a challenge for consent-based data
protection which does not visualise inferred attributes in its structure.’® In the end stage, where
there is consumer interaction, a model gains data through continuous user interaction, feedback
loops and behavioural data collection. This can enable targeted profiling specially where Al
systems are used for essential service access.

The DPDP Act had addressed several critical data protection principles such as lawful
processing , consent etc. However, the Act is silent in regards to its application on Al systems,
except for DPIA requirements under Rule 13%’. Further, there are concerns about use of large
government data sets (where the State is the fiduciary) for Al training through the ‘legitimate
uses’ exception under section 7°%. If not interpreted in a narrow manner without including
strong purpose limitation, proportionality and oversight, this can defeat the spirit of data
privacy under the DPDP Act.” This wide interpretation can also risk inference harms, as
elaborated in the earlier paragraph.

The concerns about regulation of data also extend to cross-border data flows. While the DPDP
Act permits cross-border flows to countries except those restricted by the central government
through notification,®® Al models also rely on distributed infrastructure and global deployment,
complicating enforcement and deployment paranoia among developers. Further, strengthened
data protection leading to data localisation requirements may create disproportionate burden
upon domestic startups and local developers which lack access to domestic computing
infrastructure.®! This tension to balance sovereignty and innovation requires a calibrated and
balanced framework.

III.4 Innovation and Enablement

The fourth pillar of this framework revolves around innovation and enablement, which is one
of the most decisive variables which decide India’s Al governance. At the critical juncture of
technology where India stands, regulation which is overly stringent or premature can push
innovation over the edge, before the ecosystem matures to such a stage where it can absorb
compliance costs. Indian policy research has recognised that India’s interests in Al governance
would be best served by balancing safeguards with flexibility in its regulatory policy, ensuring
Indias Al industry retains domestic innovation and global competitiveness.

India’s Al strategy has been to position itself as a future global Al hub, emphasising responsible
deployment.®* To fulfil this, the regulatory philosophy must be adaptive, proportionate and

enabling rather than being punitive. The central concern to India’s Al governance is over-

% Joe Jones, 'Privacy by Proxy: Regulating Inferred Identities in Al Systems' (IAPP, 12 November 2025)
https://iapp.org/news/a/privacy-by-proxy-regulating-inferred-identities-in-ai-systems accessed 29 January 2026.
57 Digital Personal Data Protection Rules 2025, r 13.

38 Digital Personal Data Protection Act 2023, s 7.

% Vinod Kothari, ‘Every Business is a Data Business: Applicability of DPDP Act to Non-Financial Entities’
(December 2025) <https://vinodkothari.com/2025/12/every-business-is-a-data-business-applicability-of-dpdp-
act-to-non-financial-entities/> accessed 29 January 2026.

% Digital Personal Data Protection Act 2023, s 16(1).

%1 Vidhi Centre for Legal Policy, ‘Cross-Border Data Transfers and Data Localization Mandate under the Data
Protection Regime’ (18 November 2025) <https://vidhilegalpolicy.in/blog/cross-border-data-transfers-and-data-
localization-mandate-under-the-data-protection-regime/> accessed 29 January 2026.

2 NITI Aayog, National Strategy for Artificial Intelligence: #AIForAll (Discussion Paper, June 2018).

3 Ministry of Electronics and Information Technology, IndiaAl 2023: Expert Group Report (First Edition, Govt
of India 2023).
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regulation. This is crucial because India has an ecosystem dominated by startups, academic
research and emerging developers.®* Excessive compliance upon small and premature player
risks regulatory arbitrage, with either innovation relocating to lighter compliant jurisdictions
or worse, stopping it all together. It is established research that innovation in emerging
technologies is inversely proportional to regulatory uncertainty.®

To mitigate this, it is a smart policy move to rely on soft and proportionate regulatory
instruments. The RBI’s Regulatory Sandbox framework provides a useful precedent, allowing
innovators to test novel technologies within a controlled environment subject to limited
regulatory relaxation.® The NITI Aayog’s Responsible Al framework echoes the
proportionality sentiment, rejecting the one-size-fits all and advocating for context-specific and
sector sensitive governance mechanisms, built upon impact and risk differences.®’” Section
17(2)(b) of the DPDP Act®® and Rule 16 of the DPDP® Rules also waives off some
requirements under the DPDP Act if such data is being used for research. However, the situation
on whether such data could be used for research in training of commercial AI model
development is uncertain.

The next barrier to innovation is the fragmented compliance obligations, where Al developers
operating across various sectors such as finance, health or public services have inconsistent
requirements which increases compliance costs. To resolve this, harmonisation of Al standards
and governance is required through common definitions. The same is seen in international best
practices, wherein harmonised compliance frameworks support innovation in upcoming
technologies.”®

Another crucial barrier is access to compute infrastructure which is a decisive bottleneck for
Al innovation. Training of advanced models requires substantial resources, placing domestic
players at a disadvantage compared to global competitors. Even if the envisioned capacity
under projects such as the India Al mission is built, it would be starkly behind global leaders.”!

While acknowledgement of crucial factors which may inhibit growth of an AI enabling
framework are mentioned above, there is another crucial factor which flows from above
mentioned limitations. This is the uncertainty about IP protection in Al. This relates to concerns
about protection of proprietary information such as model weights and behavioural patterns
learned by the model’? to ownership of copyrightable content created by Al. The Department
for Promotion of Industry and Internal Trade (‘DPIIT’) has recognised these challenges in its

% Competition Commission of India, Market Study on Artificial Intelligence and Competition (Govt of India
2024).

% Knut Blind, ‘The Influence of Regulations on Innovation: A Quantitative Assessment for OECD Countries’
(2012) 41 Research Policy 391.

% Reserve Bank of India, ‘Enabling Framework for Regulatory Sandbox’ (13 August 2019).

87 NITI Aayog, Responsible AI #41ForAll: Principles for Responsible AI (Discussion Paper, 2021).

% Digital Personal Data Protection Act 2023, s 17(2)(b).

% Digital Personal Data Protection Rules 2025, r 16.

70F Kiani and A Shafiee, ‘Global Harmonization of Al Regulation: Addressing Cross-Border Challenges in Ethical
Standards, Accountability, and Liability’ (2022) 1(1) Legal Studies in Digital Age 14.

" Konark Bhandari and others, ‘Compute for India: A Measured Approach’ (Carnegie Endowment for
International Peace, 2 May 2024) https://carnegieendowment.org/posts/2024/05/compute-for-india-a-measured-
approach accessed 1 February 2026.

72 Chirkankshit Bihari Bulani, Protecting Knowledge Assets in Al: Legal, Governance, and Sectoral Perspectives
(Artificial Intelligence and Policy in India Vol 7, INDIC Pacific Legal Research 2024).

16| Page



https://carnegieendowment.org/posts/2024/05/compute-for-india-a-measured-approach
https://carnegieendowment.org/posts/2024/05/compute-for-india-a-measured-approach

JSIACASCA

CENTRE FOR ADVANCED STUDIES IN CYBER LAW AND
lllll(l\l 1\n||u|\(

policy engagement on generative Al, hlghhghtmg the need for clarity without undermining
innovation incentives.”® These incentives can become serious constraints on innovation.

Flowing from protection of Data-sets as IP, access to high quality non-personal data sets is a
critical factor, which requires the government to lead or subsidise creation of these data sets so
that emerging developers can train their models without high-costs. Policy proposals on non-
personal data governance in India have already identified state stewardship as a potential
catalyst for innovation, provided adequate safeguards are maintained.’

Foundational Pillars of Al Governance

Accountability

& Liability

Harmonised

Privacy & Data Innovation &

Governance Enablement

IV. Interplay Between the Four Pillars

The four pillars discussed above should not be seen as independent issues to resolve but rather
be seen as a comprehensive and mutually reinforcing set of issues seeking redressal. Any
particular measure only addressing one pillar would be counterproductive. These issues
become mutually reinforced as transparency can foster accountability, as auditable algorithms
can make liability attribution simpler. Privacy protections can increase participation in data
sharing ecosystem, providing better grounds for AI to train; Legal clarity through
accountability fosters innovation by reducing uncertainty and attracts investment and talent.

These pillars can also be conflicting. Explainability and transparency can have risks in regards
to IP protection, limiting innovation; innovation and enablement concerns can have effects on
right to privacy and attribution of accountability wherever none existed can discourage
potential uses. Localisation requirements can discourage global collaborations. Overall, an
effective framework must resolve all of these without having ethical and legal concerns,
employing smart and proportionate mechanisms.

3 Department for Promotion of Industry and Internal Trade, Working Paper on Generative Al and Copyright, Part
1: One Nation One License One Payment — Balancing Al Innovation and Copyright (December 2025).

4 Ministry of Electronics and Information Technology, Report by the Committee of Experts on Non-Personal
Data Governance Framework (Govt of India 2020).
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V. Conclusion: Need for a Principles-Based Approach

India’s governance framework must develop contextualising and resolving the concerns raised
under the four pillars described above. A fragmented, reactive regulation can be counter-
productive to the global Al-leader dream, addressing symptoms but ignoring the disease. A
principle- based approach, embedded in accountability, transparency, privacy protection and
innovation-first mindset is the appropriate way to go. This framework must guide subsequent
legislations, ensure uniformity and certainty, and align with constitutional principles. The
existing legislations in India and around the world reflect various approaches, and are analysed
in Annexure 1 and 2 respectively. Further, Annexure 3 explains the current state of adoption in
high-risk sectors such as Healthcare and Finance.

Chapter 3: Towards a Harmonised Legal Framework for Al Enablement Under
Existing Statutes

I. Introduction: Why Harmonisation, Not a New Al Act

As we have explored through the previous chapters, one realisation surfaces: India’s Al
governance might not be a legal vacuum, but rather a challenge of coordination. We have
established the existence of a substantial legal framework which is provided in Annexure 1,
which includes central legislations as well sectoral regulations, all of which have the potential
to address discrete Al risks.

While the proliferation of regulation is growing, its often contradictory and ambiguous nature
has resulted in what we call as ‘regulatory entropy’: a state which has seen legal uncertainty
compound faster than technology deployment. Regulatory entropy is condition where authority
is fragmented across multiple regulators This leads to inconsistent standards and uncertainty
regarding compliance. This impacts the entire Al value chain, where developers work among
uncertainty regarding regulatory approvals, either contractually limiting responsibility or over-
engineer compliance safeguards. This fear flows downstream to deployers as well, who hesitate
to rely on models for apprehension of downstream liability. This is not a technology mismatch,
but rather a regulation misalignment.

While MeitY has made its best attempts, its 1% March 2024 advisory only reflected this dismal
state explained above.”” By asking platforms to consult government before deployment,
especially when sectoral entities are already attempting to regulate the same, the landscape
entered a tricky situation which created compliance paralysis rather than innovation.”® Where
RBI is issuing principles for Al in finance, SEBI is proposing frameworks for securities markets
and TRAD’s telecom-specific standards, with all operating in their different domains,
intersecting markets face regulatory arbitrage and uncertainty. The advisory was subsequently
clarified through a revised communication issued on 15 March 2024, which removed the
requirement for government approval before deployment of Al models and exempted startups
from the earlier compliance expectations. Instead, platforms were encouraged to adopt
responsible deployment practices, including labelling of Al-generated content and mitigation

75 Ministry of Electronics and Information Technology, 'Advisory on Deployment of Al Models' (1 March 2024)
https://regmedia.co.uk/2024/03/04/meity_ai_advisory 1_march.pdf accessed 27 November 2025.

76 Anhad Law, 'Artificial Intelligence (Al) - Intermediaries / Platforms under the Information Technology Act,
2000 - An Initiative to Regulate AI' (Lexology, 19 March 2024)
https://www.lexology.com/library/detail.aspx?g=8b921cle-05c3-4c41-acfe-081681ab8aa2 accessed 27
November 2025.
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of harmful outputs. While this revision allev1ated some concerns raised by industry
stakeholders, it nevertheless highlighted the broader uncertainty surrounding India’s emerging
Al governance framework.

In furtherance to the approach adopted by MeitY in the India AI Governance Guidelines’’
released in November 2025, we advance a counter to the global trend on Al regulation. We
advocate that India should not move towards enactment of a standalone AI Act. Under
EU’s Al Act model, while intellectual coherence is one of the strengths, however its imposition
of ex-ante compliance burdens is more suited for technologically-mature markets with an
established enforcement framework. This approach would be largely unfit for the Indian market
given India’s delicate position where the ecosystem is still in a nascent stage, with its
institutions enroute to develop technological competence and a booming innovation landscape
which requires flexibility above stringency.”® A premature statute which creates constraints
before harms crystallise risks stifling innovation over the entire industry, which underplaying
the position of sectoral regulators which can regulate as the situations arise.””

The crucial point is that from the Al developers perspective, the number of legislations is not
a primary concern. The factor which affects developers is the cumulative cost of compliance
which arises from duplicative obligations and inconsistent standards. The cost goes up because
not of number of statutes, but because of lack of coordination and predictability in the
regulatory system. Instead of the stringent regulation approach, we advocate for a
coordination-based, principles-driven model which shall attempt to leverage existing
statutes and making them suitable for regulation through institutional mechanisms, targeted
amendments and soft law mechanisms.

Developing this approach upon the Seven Sutras articulated in the IndiaAl Governance
Guidelines®’, which are Trust, People First, Innovation over Restraint, Fairness and Equity,
Accountability, Understandable by Design, and Safety, Resilience, and Sustainability, with
assistance from constitutional principles, we utilise them as the guiding points for statutory
interpretation and regulatory frameworks.

By substituting adaptation over replacement, India’s Al governance shall move towards
coherence without sacrificing agility, and accountability without suffocating experimentation.

77 Ministry of Electronics and Information Technology, 'India Al Governance Guidelines: Enabling Safe and
Trusted Al Innovation' (November 2025)
https://static.pib.gov.in/WriteReadData/specificdocs/documents/2025/nov/doc2025115685601.pdf accessed 27
November 2025.

78 'India's Advance on Al Regulation' (Carnegie Endowment for International Peace, November 2024)
https://carnegicendowment.org/research/2024/11/indias-advance-on-ai-regulation accessed 27 November 2025.
7 Dasharathraj K Shetty and others, 'Analyzing Al Regulation through Literature and Current Trends' (2025) 11(1)
Journal of Open Innovation: Technology, Market, and Complexity 100508
https://doi.org/10.1016/j.joitmc.2025.100508 accessed 27 November 2025.

8 Ministry of Electronics and Information Technology, 'India Al Governance Guidelines: Enabling Safe and
Trusted Al Innovation' (November 2025)
https://static.pib.gov.in/WriteReadData/specificdocs/documents/2025/nov/doc2025115685601.pdf accessed 27
November 2025.
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11. Institutional Mechanism: Coordination Without Centralisation
A. Rationale for a National AI Coordination Mechanism (NAICM)

With the core problem diagnosed in chapter 2, which explains the fragmentation of
accountability, transparency, privacy and innovation pillars, we saw that the problem stems
from not the lack of lacks, but rather a lack of coordination. With the same technology facing
RBI in one sector, CDSCO approvals in another and TRAI in another, even though each
regulator addresses their sector-specific realities, there is no coordination of the main issue at
hand. Algorithmic bias affects credit, diagnosis and content moderation in a similar fashion ;
however, no entity is tasked with ensuring consistent fairness across domains.

To resolve this issue and maintain consistency, we suggest creation of a National Al
Coordination Mechanism (‘NAICM”) which does not come in as a super regulator, but rather
as an orchestrator. This distinction is imperative to note as a super regulator concentrates
authority and allows decisions, while an orchestrator ensures that rules do not conflict but rather
common problems receive coordinated and uniform solutions.

The role of NAICM is analogous to the European Data Protection Board (‘EDPB’) under EU’s
data protection framework. The EDPB is not an alternative to national data protection
authorities, rather functions as a coordinating body issuing guidance, promoting consistent
interpretation and facilitating cooperation among stakeholders. The same would be true for
NAICM, which would serve the process of standardisation of regulatory practice.

The necessity of such a body can be best highlighted through a simple example. Let us assume
that a healthcare startup is using Al in 2 domains concurrently, say for diagnostic support
(ICMR jurisdiction) and, while it processes personal health data (DPDP Act) and operates
through digital platforms (IT Act). At this point, the startup is operating through 3 different
legislations which might have differences in terms of how they view different aspects of
technology regulation. An orchestrator in such a scenario would not provide additional
compliance through a new set of rules, but ensure that principles are applied uniformly
throughout. NAICM would be the orchestrator, harmonising interpretation.
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B. Structure and Functions of NAICM

In regards to the structure and function, NAICM shall operate on a hub-and-spoke model where
MeitY shall function as a coordinating hub, while sectoral regulators would act as spokes
retaining domain authority.

National Al Coordination Mechanism (NAICM)
Architecture

RBI

(Finance)

NAICM — Guidance Notes
(YSAA0 O — Unified Standards

— Joint Sandboxes

The hub’s function would be strictly coordinative and standard setting in nature:

1. Issuance of Guidance Notes: The job would be to issue periodic guidance notes which
include clarification on application of the Seven Sutras across sectors. For example, in
a guidance note on explainability in high-risk Al models, NAICM would establish base-
line disclosure standards, which can later be operationalised by different regulators with
their sector-appropriate specifications. These guidance notes would be interpretative
and guidance instruments. These would gain legal force from operationalisation
through relevant sectoral regulators. This is similar to functioning of the EDPB, whose
guidelines and opinions are treated authoritatively by the court. NAICM may take up
matters by referrals through sectoral regulators or through suo moto consideration if
issue concerns cross-sectoral regulatory ambiguities.

2. Joint Regulatory Sandboxes: Current regulatory sandboxes operate in a sector-
specific manner,®! however for technologies which operate at the intersection of these
domains, NAICM can coordinate regulatory sandboxes.

3. Unified Technical Standards: Calling for a unified set of technical standards, NAICM
can convene working groups for harmonised standards for Al audits and testing
protocols. This would be beneficial given how each regulator might have their own
methodologies and models have to face different testing standards for each sector.

4. Inter-Regulatory Dispute Resolution: Where models operate on an intersection of
jurisdiction of various regulators, NAICM can provide a neutral forum for resolution,
preventing innovators from exploiting ambiguity.

81 Reserve Bank of India, 'Framework for Responsible and Ethical Enablement of Artificial Intelligence (FREE-
AI) Committee Report' (13 August 2025) https://www.rbi.org.in accessed 27 November 2025.
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5. Capacity Building and Knowledge Sharmg: An important function of NAICM, it can
facilitate capacity building and knowledge sharing by facilitating cross-regulator
training and maintain a repository of Al incident reports.

6. Certifying standards agencies: NAICM shall be engaged in certification of standard
agencies which can set up Al standards

C. How Institutional Coordination Links to Pillars of India’s AI governance

This institutional architecture directly addresses the four pillars identified in Chapter 2. Firstly,
it addresses accountability through guidance circulars, clarifying liability allocation by
establishing primary responsibility for outcomes and strict liability for undisclosed design
flaws upon deployers and developers respectively. Further, Transparency is strengthened
through unified technical standards for audits and documentation, eliminating the black-box
issue discussed in earlier chapters. Thirdly, the privacy pillar is resolved by NAICM
coordinating DPDP compliance where it conflicts sectoral regulation. In the last pillar, which
is innovation, is improved through cross-sectoral sandboxes through reduction of compliance
burdens, harmonised standards reduce monetary and legal risk, lowering barriers for smaller
innovators.

As we have prescribed the appropriate model which India can adopt to balance both safeguards
and innovation, the next chapter shall provide concrete and actionable recommendations on
how to adopt this model.

Chapter 4: Recommendations - Amendments, Soft Law and Risk Tier Framework
I. Legal Amendments to Existing Statutes

In the previous chapters, we have established the need for a directional-principle based model,
which shall take shape through an institution-coordination mechanism. However, even after
institutional coordination, vertical gaps shall persist which require targeted legislative
amendments. These amendments shall bring structure to the abstract governance principles by
providing binding legal obligations.

A. IT Act / Digital India Act

The first amendments are suggested towards the IT Act.®? This Act predates the creation of
modern Al models entirely, and hence requires revision to recognise the legal status of Al
models. The following amendments are suggested:

1. Definitional Expansion: The Act must have statutory definitions for:

e ‘Al System’: Any computational system exhibiting adaptive behaviour, learning from
data, or making autonomous decisions without continuous human control.

e ‘Autonomous Decision-Maker: An Al system whose outputs directly determine legal,
financial, or rights-affecting consequences without mandatory human review.

82 Information Technology Act 2000.
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o ‘Significant AI Deployer Entities deploymg Al systems affecting more than 100,000
users or operating in high-risk domains notified by MeitY based on the guidance of
NAICM.

These definitions have been suggested keeping mind technological neutrality and yet being
functionally specific. The user-threshold has been introduced to balance compliance and
innovation, removing obstacles for smaller players to enter the market.

2. Reform of Safe Harbour Provisions (Post-Shreya Singhal): It is imperative that the
intermediary immunity provided under Section 79 of the IT Act,® which was narrowed down
in the Shreya Singhal judgement®* to actual knowledge and expeditious removal, be carefully
revisited for the risks posed by Generative Al Inspired from EU’s AI Act®® and the Digital

Services Act. We suggest introduction of a tiered immunity structure:

e Full Immunity (Tier 1): This will be granted to intermediaries which have no
engagement in algorithmic curation such as ISPs and hosting providers.

e Conditional Immunity (Tier 2): This immunity will be granted to intermediaries
which use Al models for recommendations or ranking; provided they comply with
mandatory due diligence such as effective grievance redressal mechanisms and
proactive detection systems.

e No Immunity (Tier 3): There shall be no immunity for intermediaries which actively
enable original content generation, facing strict liability unless demonstration of
reasonable care.

Proposed Tiered Immunity Structure
for Al Intermediaries

Tier 1 Tier 2 Tier 3
Full Immunity Conditional No Immunity
Immunity
Passive interm.ediaries Getion QIR Tiise Gel"le‘ratlve Al
(ISPs, Hosting) (Social Media). (Original Content)

Requires due diligence Strict liability

8 Information Technology Act 2000 (India), s 79.

8 Shreya Singhal v Union of India (2015) 5 SCC 1.

85 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down
harmonised rules on artificial intelligence [2024] OJ L1689/1 (EU AI Act)
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This tiered structure shall equate immunity w1th passivity, deciding immunity on basis of
engagement with the subject-matter at hand. This would provide legal certainty to
intermediaries, while also balancing business viability with accountability.

3. Affirmative Duties for Significant AI Deployers: Given the volume and leverage held by
significant Al deployers, they must be subjected to affirmative duties. The following
obligations should be imposed:

o Content Provenance: It must be mandated that Al content carries embedded metadata
(e.g., C2PA standards)®®. This shall address the deepfake crisis while allowing freeway
for legitimate media.

e Audit Logs and Traceability: Given how transparency was one of the main pillars,
deployers must maintain logs recording training data sources and deployment
configurations for a period of three years. This will foster accountability.

e Pre-Deployment Audits for High-Risk Systems: Audits should be mandated for high-
risk systems before deployment, to assess robustness and safety. These shall remain
confidential to avoid leakage of sensitive business information.

These duties shift from a reactive to a proactive stance, but only for significant deployers,
which can bear the additional costs of compliance. Amendments to the IT Act will ensure
uniformity, while allowing for sectoral regulators to exercise their sector jurisdiction.

B. DPDP Act

As established in earlier chapters, that while DPDP Act®” was a revolution for India’s privacy
landscape, amendments to it are imperative to resolve the privacy risks posed by Al. The
following amendments are suggested:

1. Clarification of exemptions for AI Training: To address the exemption of research
provided under Section 17 of the DPDP Act,®® guidance must be issued by the Data Protection
Board on firstly, the scope. The board must clarify that the research exemption shall only cover
data which is pseudonymised, reasonably required for service improvement, and must not
contain sensitive personal data. Secondly, the board must address limitations by clarifying that
data which is repurposed (collected in one domain but used for training in another) does not
fall within the legitimate use exception. Thirdly, the Board must mandate compulsory
documentation of data sources used and retention schedules.

2. Rights to Explanation, Human Review, and Revocation: It is suggested that under Section
12,3 correction and erasure rights be extended, firstly, towards a right to explanation. If
autonomous decisions affect decisions which might curtail fundamental rights, data principals
reserve the right to ask how the particular decision was reached, but should be in consonance

8 'Synthetic Media Standards: Provenance' (Signal Foundation) https://signal.org/synthetic-media-standards-
provenance/ accessed 27 November 2025.

87 Digital Personal Data Protection Act 2023.

88 Digital Personal Data Protection Act 2023 (India), s 17.

8 Digital Personal Data Protection Act 2023 (India), s 12.
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with limits of AI Models.”® Secondly, it should be extended towards Right to Human review.
AT’s false positives are well established, and high-impact decisions must be available for appeal
to human reviewers.”! In context of this right, it is important to clarify the boundaries of such
a right. There needs to be a distinction between rights available to data principals and powers
vested within regulators. Under a reasonable framework, individual users cannot be reasonably
granted access to proprietary algorithms. This is reflected in foreign experience as well where
EU’s GDPR has faced difficulties in creating a comprehensive right to explanation which has
led to problems in enforcement. This is reflected in guidance issued by the EDPB.”? India
should move towards a better approach which includes a limited right to seek meaningful
human review of Al decisions, while reserving audit powers for regulators.

3. Guardrails on publicly available data mining: While the DPDP Act specifically excludes
publicly available data from its ambit, it is unreasonable to maintain minimum oversight on
large scale mining of public data for Al training. While individuals may consent to their data
being publicly viewable, aggregating millions of public records to train commercial Al models
transforms the nature of that consent through scale, the mosaic effect (creating detailed profiles
from innocuous data points), and inference generation (deriving sensitive attributes from non-
sensitive inputs). This point would require further clarification by the Data Protection Board,
requiring proportionality, exclusion of sensitive data categories (minor’s data, sensitive health
data) and mandatory de-identification before aggregation. There would also need to
proportionate guardrails on whether the data is in form of text, images or videos. Formal
codification of Al training as a distinct data use category should be pursued in subsequent
DPDP amendments.

These amendments will adopt the people first and accountability philosophy, creating
transparency and trust.

C. Consumer Protection Act

The third statute which requires amendments is the Consumer Protection Act, 2019%, which
allows to address Al related harms by bringing them under the ‘deficiency in service’ or “unfair
consumer practice’ umbrella. Two amendments are suggested:

1. Algorithmic Opacity as Per Se Deficiency: It is suggested that opacity should be seen as a
deficiency in service along with other deficiencies. This will obligate deployers to employ
transparency to avoid liability.** Hence, ‘Algorithmic deficiency’ should be added for any Al
model with consumer interaction. This must mandate disclosure of the system’s purpose,
capabilities and explanation of how outcomes shall affect their rights. This algorithmic opacity
should be limited to when explanation can be reasonably provided. This flows from the earlier

% Sandra Wachter, Brent Mittelstadt and Luciano Floridi, "Why a Right to Explanation of Automated Decision-
Making Does Not Exist in the General Data Protection Regulation' (2017) 7(2) International Data Privacy Law
76 https://doi.org/10.1093/idpl/ipx005 accessed 27 January 2026.

1 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down
harmonised rules on artificial intelligence (Artificial Intelligence Act) art 14.

2 EDPB Guidelines 3/2019 on Automated individual decision-making and Profiling under Regulation 2016/679
(GDPR).

93 Consumer Protection Act 2019.

% Frank Pasquale, The Black Box Society: The Secret Algorithms That Control Money and Information (Harvard
University Press 2015)
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discussion on why algorithms are opaque, and the gap left by this conflict can be easily resolved
through the right to a meaningful human review.

2. Principal Reason Disclosure Obligation: The deployers must be obligated to provide a
Principal Reason Statement, which shall include top 3 factors or reasons which influenced the
decision by the AI model. This will be only applicable to high-stakes decisions which
significantly affect fundamental rights. This will further the philosophy of understandable by
design.”

3. Burden-Shifting for Automated Decisions: It is suggested that an amendment be made to
Section 82 of the Consumer Protection Act 2019,°¢ which is burden of proof in product liability.
This must include algorithmic systems, and where a consumer can prove firstly an adverse
automated decision, secondly material harm and thirdly prima-facie evidence of the arbitrary
nature of the decision the burden of proof shall shift towards the deployer. This is necessary
given the information asymmetry between the two parties involved, where consumer has no
access to any evidence.”’

D. Competition Act

One of the most crucial amendments must be made to the Competition Act, 2002°® to ensure
that CCI is provided with necessary powers to regulate Al-antitrust risks. The following
amendments are suggested:

1. Data Dominance as Abuse: The definition of abuse under Section 4 must be expanded
include hoarding of essential data sets and data tying. Where a dominant entity controls
essential data sets required for training AIl, it can deny reasonable access to
competitors.”® Further, the same entity may engage in tying essential data to non-
essential data, foreclosing competition.

2. Compute Monopolies and Algorithmic Collusion: Amendments must be made to
recognise the emerging threats of computing power access restrictions and algorithmic
collusion. Where a dominant entity entails to control access to computing power my
controlling access to GPUs or even data centres, it can foreclose smaller players out of
the market.!® Further, algorithmic collusion presents a new dynamic form of cartel
control previously unthought of under competition law, where coordination is done not
through human intention but relying on similar algorithms for pricing and shifting the
liability for effects on the algorithm.

3. FRAND-Style Access to Essential Datasets: To resolve the conflict between
proprietary algorithms under IP protection and which can be deemed ‘essential
facilities’'! and hence necessary for public good, access must be provided under Fair,

% Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down
harmonised rules on artificial intelligence (Artificial Intelligence Act) art 52.

% Consumer Protection Act 2019 s 82.

97 Solon Barocas and Andrew D Selbst, ‘Big Data’s Disparate Impact’ (2016) 104 California Law Review 671.

%8 Competition Act 2002.

% Buropean Commission, 'Competition Policy for the Digital Era' (2023) https:/competition-
policy.ec.europa.cu/system/files/2023-01/competition-policy-for-the-digital-era_en.pdf accessed 27 November
2025.

100 OECD, 'Competition in Generative AI' (2023) https://www.oecd.org/competition/competition-in-generative-
ai-2023.pdf accessed 27 November 2025.

101 Case C-7/97 Oscar Bronner GmbH & Co KG v Mediaprint Zeitungs- und Zeitschriftenverlag GmbH & Co KG
[1998] ECR I-7791.
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Reasonable, and Non-Discriminatory (FRAND) commitments. This will ensure
restriction of sharing of proprietary information as well as access to smaller players.'*
This would not mean free-access, but rather access at a reasonable cost balancing
private rights and public good.

E. Sectoral Statutes (RBI, SEBI, CDSCO, IRDAI)

Certain amendments must be made to sectoral statutes in order to account for their sector-
specific realities. While NAICM would coordinate sector-wise, regulators would have to make
key interventions.

1. Explainability Requirements (Financial Sector - RBI/SEBI): It is suggested that
RBI and SEBI should mandate that firstly, Principal Reason Statements be provided for
adverse credit decisions. Further, algorithmic trading systems must submit risk
assessments to SEBI pre-deployment. Thirdly, IRDAI must address issues on the
insurance front by mandating actuarial bases for Al-driven premium calculations.

2. Stress-Testing Mandates (Finance): RBI should mandate algorithmic stress tests for
financial entities engaging Al for credit, trading etc. which should be conducted
periodically stimulating Data distribution shifts, Adversarial attacks and Cascade
failures (what happens if multiple Al systems make correlated errors simultaneously).

3. Safety-by-Design Mandates (Healthcare - CDSCO): It is suggested that CDSCO
adopts a fundamental rethink in how it approves medical devices by implementing a
Software as a Medical Device (‘SaMD’) Al Framework. This would require Pre-market
clinical validation, demonstrating suitability for Indian markets. Secondly, there must
be mandatory incident reporting where Al outputs cause adverse outcomes, so CDSCO
retains data for pattern recognition.

With these recommendations, it is imperative to establish how the obligations imposed by
above amendments distribute throughout the Al ecosystem. Al-related harms a result of a
complex web of step-by-step processes, and responsibility must be distributed upon the
functional roles played by each player in the system. Developers have primary ownership over
model design and training integrity, deployers are engaged in contextual use, decision reliance
and guardrails at point of application. The intermediaries are responsible when they exercise
control over ranking and end users are responsible for intentional misuse. Regulatory
compliances under this framework are divided according to meaningful control exercised,
rather than a uniform distribution.

This distinction must be adopted to nature of liability as well. Most Al-harms fall within the
domain of civil liability where harm rises either from negligence, inadequate safeguards or
systemic design flaws. Criminal liability should remain exception, only triggered in case of
demonstrable intent or wilful disregard of statutory duties. This approach ensures
accountability mechanisms are effective yet proportional, avoiding over-deterrence.

102 OECD, 'Competition in Generative AI' (2023) https://www.oecd.org/competition/competition-in-generative-
ai-2023.pdf accessed 27 November 2025.
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I1. Soft-Law and Non-Legislative Tools

While statutory amendments can provide binding obligations, these do not leave room for
experimentation which is a must for innovation and hence, should be filled by soft law
guidelines. It is suggested that India adopts the following frameworks:

1. Joint Regulatory Sandboxes: Building on measures already adapted by RBI,'%* India

must explore cross-sector sandboxes where innovation falls under jurisdiction of
multiple regulators, and NAICM can allow testing under unified supervision.
Participants can receive regulatory permissions from multiple regulators at the same
time, along with coordinated oversight for simultaneous reviews. Further, these can
allow for fast-track approvals in the further process.

Ethical Codes and Voluntary Certification: NAICM can come together and establish
codes of conduct for specific Al applications which will be applicable to the entire
industry, providing best practices, creating non-binding but good to have benchmarks.
These benchmarks can also create a system where model which meet these benchmarks
gain consumer trust and market reputation. While these codes would not carry legal
weight, they can be utilised for guidance by courts while resolving disputes.

II1. Risk-Based Architecture for AI Enablement

While we have suggested multiple hard and soft law instruments above, they risk missing their
objectives if not implemented with proportionality. Proportionality means balancing
compliance with possible risks. We suggest a three-tier classification, which shall be notified
by MeitY in consultation with NAICM.

Risk-Based Al
Governance Framework

I 4 Foundational/Minimal Risk

Spam filters, inventory management.

Relaxed/Simple treatment

Critical Al

Autonomous vehicles, critical

infrastructure.

Pre-deployment approval & kill-switches

103 Reserve Bank of India, 'Framework for Responsible and Ethical Enablement of Artificial Intelligence (FREE-
AI) Committee Report' (13 August 2025).
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Tier 1: Foundational / Minimal Risk AI: This w111 include systems with negligible impact
on rights and safety. For example, model used for spam filtering, inventory management etc.
Their regulatory treatment shall be relaxed and simple, with no need for pre-deployment
approvals and encouragement to adopt best practices, voluntarily. The rationale is to not let
over-regulation stifle innovation when risks are not too high. In these models, general law
remedies shall be suitable.

Tier 2: High-Impact Al: This will include systems which have significant effects, but not so
critical so as to warrant compliance as high as the critical tier. For example, public employment
screening, non-critical healthcare etc. These will be subjected to mandatory transparency
disclosures, as well as bias audits pre-deployment. These must also have right to appeal against
autonomous decision and consumer review rights, along with incident reporting compliance.
These systems are significant enough but not enough for a full compliance review pre-
deployment, and to make these business-viable, it is imperative to balance compliance.

Tier 3: Critical AI: This tier will be subject to highest level of compliance and oversight due
to their critical nature, because failures can have drastic risks, such as Al engaged in
autonomous vehicles, critical infrastructure, medical diagnosis and financial infrastructure. The
level of compliance is justified given the criticality of this infrastructure and the potential for
loss of life if things go wrong. These will be subject to the following compliance:

e Pre-deployment approval by relevant sectoral regulator
o Comprehensive safety certification

e Continuous monitoring with automated drift detection

e Mandatory human-in-the-loop for final decisions

o Strict liability for harms absent proof of reasonable care
e Mandatory insurance or capital reserves

These classifications shall not be arbitrary, but through a structured manner in a risk assessment
framework established by NAICM. This framework shall allot scores to various criterion, and
on basis of the average score, the tier shall be decided. The criterion shall include severity of
harm, its probability, reversibility, number and vulnerability of population affected and
autonomy required. The participants shall also have an opportunity to contest this classification
before or after deployment.

This risk-based architecture operationalises the ‘Innovation over Restraint’ sutra, where
regulation targets genuine risk, leaving low-risk innovation unencumbered.

IV. How the Proposed Framework Addresses Chapter 2's Pillars
The harmonised framework systematically addresses the four foundational pillars:
Accountability:

e NAICM's Master Circulars eliminate ambiguity in liability allocation
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e

e IT Act amendments define deployer and developer responsibilities
e Consumer Protection Act burden-shifting ensures deployers cannot hide behind opacity

o Sectoral regulations (stress-testing, incident reporting) create audit trails enabling
accountability

Transparency:

e Principal Reason disclosure obligations (Consumer Protection Act, sectoral
regulations)

o Transparency Reports and ‘Comply or Explain’ create market discipline

o Right to Explanation under DPDP amendments gives individuals actionable
information

Privacy:
o DPDP Act clarifications on legitimate use,
e Techno-legal consent architecture balances innovation with user control

Implementation Roadmap:

India Al Governance Implementation Roadmap
(36 Months)

¢ 0 O

Phase 1 Phase 2 Phase 3
Foundation Operationalisation Scaling
(Months 1-12) (Months 13—-24) (Months 25-36)
Institutional Build Parliamentary Passage Joint Audits, Active
& Draft Amendments & NAICM Fully Enforcenent

Operational & International Engagement
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Phase 1: FOUNDATION (Months 1-12)

Timeline

Institutional & Technical Build

Legal & Regulatory Framework

Months
1-3

* NAICM constituted through MeitY
executive order

and recruitment of technical leadership
begins

* Initial funding allocated (X200 crore)

Months
4-9

* NAICM technical toolkits released:
open-source bias detection toolkit (22
Indian languages) and standardised
model cards

* Technical infrastructure: GPU
procurement and secure cloud
environments for model testing

* MeitY issues harmonised
definitions (‘Al System’,
‘Significant Al Deployer’, ‘High-
Risk AI’)

+ Joint AI Sandbox launched by
RBI & SEBI (fintech focus)

Months
10-12

* Draft legislative amendments
prepared (IT Act — tiered
immunity; DPDP Act — human
review rights)

* Sectoral draft guidelines
released by RBI (financial Al)
and CDSCO (Al medical devices)

Phase 2: OPERATIONALISATION (Months 13-24)

Timeline

Institutional & Technical Build

Legal & Regulatory Framework

Months
13-18

* NAICM fully operational: real-time
model drift detection and adversarial
testing capabilities

* Judicial capacity building:
NAICM-—National Judicial Academy
training programmes on Al-related
disputes

* Parliamentary passage of IT Act,
DPDP Act, and Consumer

Protection Act amendments

* Master Circular No. 1: guidance
on liability allocation (developer vs
deployer)
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Months | ¢ Industry readiness measures: large | ¢ Statutory amendments notified

19-24 deployers submit Al governance (6-month grace period for audit and
frameworks provenance compliance)
* Voluntary National Al * Sectoral rules finalised (RBI,
Certification launched to incentivise SEBI, IRDAI)

early compliance
* Master Circular No. 2:

transparency and explainability

standards
Phase 3: SCALING (Months 25-36)
Timeline Institutional & Technical Build Legal & Regulatory Framework
Months * Joint regulatory audits led by * Grace period ends for Significant
25-30 NAICM in coordination with sectoral Al Deployers

regulators (healthcare and finance)
* Active enforcement: consumer

* Regional expansion: NAICM authorities admit algorithmic
establishes technical offices in deficiency claims; CCI investigates
Bengaluru and Mumbai data dominance

Months | ¢ Sustainable funding model through | ¢ Three-year regulatory review of
31-36 certification fees and premium services compliance outcomes and

unintended effects
* International engagement: India

hosts an Asia-Pacific Al Safety Summit | * Master Circular No. 3: revision
and deepens cooperation with UK/EU | of definitions and thresholds based
counterparts on market realities

Chapter 5 : Conclusion - Towards a Contextual, Coordinated, and Innovation-Ready Al
Governance Future for India

As established earlier, India occupies a unique position in this Al revolution, and its rapid
digital transformation, along with the unique demographics place it now at a decisive moment
in shaping Al governance. As we have established, that the Indian regulatory framework does
not suffer from absence of law, but rather the mismatch which exists in technology adoption
and institutional readiness. Existing legislations such as the IT Act, the DPDP Act, the
Consumer Protection Act, or sectoral regulations cover the lifecycle of Al in a fragmented and
piecemeal manner, with none addressing the complexity of opacity and autonomy of modern
Al systems.

Hence, the paper’s argument is clear: India does not require a standalone, omnibus Al
statute. It requires coordinated evolution of its existing legal and institutional
architecture. Hence, India governance challenge stems from multi-dimensional issues, which
involve accountability transparency, privacy and innovation. Resolution of all these issues by
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a single statute is not possible, since the statute Wlll either compromise either on diversity or
on innovation. On the contrary, India requires a governance model which is principle-driven,
risk-proportionate. This model must involve institutional coordination for it to be viable,
constitutionally appropriate and economically feasible.

I. Reaffirming the Four Foundational Pillars

As already established under Chapter 2, the foundational pillars which must form the backbone
of the thought process which churns out India’s Al governance model are accountability,
transparency, privacy, and innovation enablement. Across the subsequent chapters, each pillar
was shown to be indispensable and mutually reinforcing. The governance model proposed in
this paper integrated these pillars, treating them as interconnected and not siloed concerns. This
will allow India to move towards a proactive, long-term regulatory mechanism.

II. Institutional Coordination as the Architecture for AI Governance

Chapter 3 laid the foundations for the arguments that institutional coordination should guide
India’s Al governance, not reactive statutory regulation. The proposed NAICM resolves the
core structural weakness of Indian Al governance by eliminating sectoral silos. Its role as a
neutral orchestrator and not a super-regulator; its job to issue master circulars, harmonisation
of standards and resolving inter-regulatory disputes respects India’s administrative design and
provides for regulatory competence with a binding central anchor.

III. Incremental Statutory Evolution, Not Legislative Overreach

Chapter 4 provided a list of detailed legislative amendments necessary across key statutes.
These amendments are a set of target updates, which bring each statute up to date with present
day Al realities. Resolving key inconsistencies across statutes, such as definitional clarity in
the IT Act, granular consent in the DPDP Act, algorithmic deficiency under the Consumer
Protection Act, or data dominance under the Competition Act, these equip sectoral regulators
with necessary legal backing for effective governance while providing for NAICM for
consistency and uniformity. Overall, these measures go contrary to established ex-ante
obligations approach such as under the EU Al Act, providing governance with flexibility and
proportionality. This makes sure India’s innovation in Al sector is not frozen prematurely.

IV. A Balanced Risk-Based Approach for India's Future

In Chapter 4, the prescription of the 3-tier model serves a crucial function; it furthers
proportionality by increasing compliance and safeguards as risks increase. It ensures that low
tier systems have minimal compliance, with high-impact tier having precautionary safeguards
such as mandatory audits and compliance with master circulars by NAICM and the last tier,
which is the critical Al tier has the highest levels of compliance, safeguards and kill-switches
to ensure they do not get deployed without safety measures in place. This approach prevents
overregulation and only increases compliance when absolutely necessary. This rejection of
‘one-size-fits-all’ approach, India presents itself as an innovation-friendly jurisdiction.

V. Aligning Governance with India’s Constitutional and Developmental Vision

The proposed model is well aligned with India’s vision, whether constitutional or
developmental. Indian law holds some principles as sacrosanct, which are proportionality,
reasonableness, and human dignity. When AI models are used for critical measures such as
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healthcare, finance, and justice, it is imperative that it adheres to the before-mentioned values.
The proposed governance model ensures procedural awareness by resolving explainability,
substantive fairness by accountability frameworks, privacy paramount by legitimate use
clarifications and democratic values through stakeholder engagement. India’s developmental
vision requires an enabling system, where excessive regulation hinders innovators, creates
foreign dependency and dilutes domestic talent. The proposed model adopts an innovation and
restraint balance approach, allowing for experimentation.

VI. The Path Forward

As we move into India’s Al age, the model proposed is not meant to be static, but rather a living
policy capable of evolution and dynamism as conditions change. India’s model must evolve
through iterative amendments, cross-regulator coordination, public consultation, technological
learning, and judicial interpretation.

VII. Conclusion

India is on its way to lead the world in responsible AI. However, to achieve this, it must make
every effort to avoid the temptation of the easy way out: adopt a stringent legislation without
nuance. It needs to strengthen its regulatory framework, through targeted amendments and
institutional collaboration, using the means already at its disposal. This white paper was an
attempt to remind India to stay grounded in its national learnings, and go with a framework
which is indigenous, proportionate, interoperable, and future-ready.

By welcoming coordination and interoperability, it should embrace proportionality and

principle-based adaptation, and build an Al ecosystem which is truly trustworthy, highly
inclusive and rooted in its democratic and developmental principles.
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ANNEXURE 1

Indian Regulatory Landscape around Al Regulation

JURISDICTION LEGISLATION/
INSTRUMENT
India IT Act!®
DPDP Act!%

104 The Information Technology Act, 2000.

105 The Information Technology Act, 2000

REGULATORY FRAMEWORK

It is the main legislation governing electronic records, digital
signatures, cybercrime and intermediary liability and includes
rules to protect electronic data, information, and records from
unauthorised or unlawful use. While it does not explicitly regulate
Al, many of its risks such as automated decision-making,
profiling, malicious use and misuse of data and algorithmic bias
fall within its ambit. For example, the IT Act regulates ‘computer
resource’ misuse and gives powers for blocking or monitoring
under §69A.'% Thus, while the IT Act provides some legal
foundation, it does not address many of the unique characteristics
of Al systems such as black box models, self-learning systems,
context-sensitive decisions and generative models.

This represents India’s first comprehensive statute dedicated to
digital personal data protection. It recognises individuals’ rights
over their data, requires processing to be lawful, sets obligations
for ‘data fiduciaries,” and sets penalties for breaches. In an Al
context, this law is particularly relevant: many Al systems depend
on large volumes of personal data, deploy profiling or decision-
making, and raise concerns of consent, data quality, data
minimisation, fairness, transparency and accountability.
Additionally, the Ministry of Electronics and Information
Technology (‘MeitY’) released the finalised DPDP Rules on 13
November 2025 which operationalises the DPDP Act.!”
Together, the DPDP Act and the DPDP Rules establish India’s
foundational privacy regime, but because the framework is still
largely reactive, it leaves gaps for Al-specific harms such as
opaque model behaviour, automated decision-making without
meaningful human oversight, and risks emerging from large-scale
model training.

s 69A.

106 Digital Personal Data Protection Act 2023.
197 Digital Personal Data Protection Rules 2025.
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Regulatory actions  On 13 August 2025,'% the Report of the Committee on the

by the RBI ‘Framework for Responsible and Ethical Enablement of Artificial

Intelligence in the Financial Sector’ (‘FREE AI’) was released by

the RBI anchored in seven sutras that are: (1) Trust is the

Foundation (2) People First (3) Innovation over Restraint (4)

Fairness and Equity (5) Accountability (6) Understandable by

Design (7) Safety, Resilience and Sustainability. This is achieved

through a unified vision spread across 6 strategic Pillars that

address the dimensions of innovation enablement as well as risk

mitigation. Under innovation enablement, the focus is on

Infrastructure, Policy and Capacity and for risk mitigation, the

focus 1s on Governance, Protection and Assurance, outlining 26
Recommendations!'? for AI adoption in the financial sector.

Regulatory actions ~ On 20 June 2025, the SEBI released the Consultation Paper on
by SEBI guidelines for responsible usage of AI/ML In Indian Securities
Markets,!!? signalling the regulator’s first serious attempt to
regulate Al within the securities ecosystem. The Consultation
Paper outlines that the current use of AI/ML models are by
exchanges, brokers and mutual funds for a wide variety of
internal, customer support, security, pattern recognitions, KYC,
order executions and related purposes. With this, the proposed
changes include firms to create a board-approved Al Governance
Framework to provide top-level accountability and institutional
monitoring and periodic audits and model validations to detect
algorithmic bias and operational irregularities. These showcase
SEBI’s concern that poorly governed Al models could distort
market integrity, create unfair outcomes for investors, or generate
systemic vulnerabilities.

In parallel, the Securities and Exchange Board of India
(Intermediaries) (Amendment) Regulations, 2025'!! broaden the
expression ‘artificial intelligence and machine learning tools and
techniques’ to include any application or software program or
executable system to carry out its activities. This definitional
expansion extends responsibility for Al outcomes squarely onto
intermediaries, and prevents entities from outsourcing
accountability by relying on third-party vendors. Together, these

Reserve Bank of India, ‘FREE Al Report’ (13 August 2025)

<https://rtbidocs.rbi.org.in/rdocs/PublicationReport/Pdfs/FREEAIR130820250A24FF2D4578453F824C72ED9F
5D5851.PDF> accessed 13 November 2025.

1Reserve Bank of India, ‘FREE Al Report’ (13 August 2025)
<https://rbidocs.rbi.org.in/rdocs/PublicationReport/Pdfs/FREEAIR130820250A24FF2D4578453F824C72ED9F
5D5851.PDF> accessed 13 November 2025.

10 Securities and Exchange Board of India, ‘Consultation Paper on Guidelines for Responsible Usage of AI/ML
in Indian Securities Markets’ (20 June 2025) <https://www.sebi.gov.in/reports-and-statistics/reports/jun-
2025/consultation-paper-on-guidelines-for-responsible-usage-of-ai-ml-in-indian-securities-
markets_94687.html> accessed 12 November 2025.

1 Securities and Exchange Board of India (Intermediaries) (Amendment) Regulations 2025.

36|Page



37|Page

Regulatory actions
by the Telecom
Regulatory
Authority of India

Artificial
Intelligence
Guidelines

*\CASCA

NTRE FOR ADVANCED STUDIES IN (\II(I\ AND
\I(IIII |\|| n||| SENC
RGNUL, Pu

developments indicate SEBI’s move from a posture of passive
observation to proactive rule-setting, attempting to balance
innovation in algorithmic finance with safeguards for market
fairness, transparency, and investor protection.

On 20 July 2023, the Telecom Regulatory Authority of India
(‘TRAT’) released a report on ‘Recommendations on Leveraging
Artificial Intelligence and Big Data in the Telecommunication
Sector’ which underlined an urgent need to adopt a regulatory
framework by the Government that should be applicable across
sectors. The recommendations go beyond technical enablement
and instead push for a structured framework which involves
transparency in algorithmic decision-making, standards for data
quality, safeguards against discriminatory outcomes, and clearly
assigned accountability for Al-driven telecom operations,
signalling TRAI’s intention to embed governance principles
directly into the sector’s digital infrastructure

In 2021, NITI Aayog released an approach paper on ‘Responsible
AT’ which aimed to establish broad ethical principles for the
design, development, and deployment of Al in India. The
framework identifies key principles such as safety and reliability,
inclusivity and non-discrimination, privacy and security,
transparency, accountability, and protection of human values.

Recently, India has taken a decisive step toward shaping a
responsible and inclusive Al future. The Government of India’s
Al Governance Guidelines mark a bold framework that balances
innovation, accountability, and trust. At the heart of the new
guidelines are the ‘Seven Sutras of Al Governance’, guiding
principles that combine ethical foresight with technical
pragmatism. (1) Trust is the foundation — Al systems must inspire
confidence in outcomes and intent, (2) People first — Human well-
being and dignity take precedence over automation (3) Innovation
over restraint — Governance should enable responsible
innovation, not stifle it (4) Fairness and equity — Al must avoid
bias and ensure inclusion across languages and communities (5)
Accountability — Clear responsibility for Al decisions and their
impacts (6) Understandable by design — Transparency and
explainability at every stage (7) Safety, resilience, and
sustainability — Robust, secure, and future-proof systems.

These documents signal the government’s inclination to promote
voluntary frameworks, ethical guidelines and sector-agnostic
principles. They remain non-binding and rely heavily on
voluntary compliance. Yet, the absence of enforceable obligations
or sector-specific accountability mechanisms means that these
frameworks, leave the practical governance of Al to be
determined by how institutions choose to internalise these
principles.



I1|CAS.CA

CENTRE FOR ADVANCED STUDIES IN CYBER LAW AND
ARTIFICIAL INTELLIGENCE
RGNUL, Punjab

ANNEXURE 2

Global Regulatory Landscape around AI Regulation

Global Al Governance Models:
A Comparative Analysis

European Union United States United Kingdom  India (Proposed)

High Compliance / Decentralized / Principles-Based / Coordinated /
Risk-Based Sector-Specific Flexible Harmonised
Jurisdiction Legislation/ Scope of Application Regulatory Framework
Instrument

1. European The Artificial The Act, applies to all The Act allows classification into levels
Union Intelligence Act  sectors, and is based ranging from ‘unacceptable’, to ‘minimal’ or
upon the model ‘no risk’.!"® The legislation largely focuses
proposed in the on addressing the high-risk systems. Article 6
Commission’s  recent of the Act lists down conditions under which
White Paper on AL'!'2 It an Al system may be classified as a high-risk
is a risk-based = system.!'* Further, a provision includes an
classification system, exception to be made when such a system
and is recognised as a does not pose a significant threat to health,
better compliance = safety, or fundamental rights.'!

12 Buropean Parliament, 'White Paper on Artificial Intelligence Including Follow-up'

https://www.europarl.europa.eu/legislative-train/theme-a-europe-fit-for-the-digital-age/file-white-paper-
artificial-intelligence-and-follow-up?sid=6501 accessed 7 February 2026.

13 Michal Kosinski and M  Scapicchio, 'EU Al Act' (IBM, 17 November 2025)
https://www.ibm.com/think/topics/eu-ai-act accessed 7 February 2026.

114 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down
harmonised rules on artificial intelligence, art 6.

115 'Key Issue 3: Risk-Based Approach - EU Al Act' https://www.euaiact.com/key-issue/3 accessed 7 February
2026.
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States of
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regime for Al
developers.
A policy initiative

aimed at providing the
benefits of Al to the

public at large.

118

Based wupon such classification, some
activities are labelled as ‘banned activities’,
attracting heavy penalties and fines for non-
adherence to rules. While the Act proposes a
tiered system, the regulations largely aim
towards high-risk systems, which are now
subjected to strict obligations throughout
their operation period.!'®

This includes multiple assessments at various
stages of the model, including regulations
introduced for the General-Purpose Al
models.!!’

The Plan is based upon three foundational
pillars. Although largely focused upon
securing American leadership, the Plan
provides a special emphasis on ensuring
ideological neutrality. This specifically
entails that AI models, which are free from
‘ideological dogmas’, will be eligible for
government use. 19

The Model specifically addresses innovation,
through its second pillar, which focuses upon
infrastructural growth for Al development.
Coordination with concerned government
departments is promoted, and it s
encouraged that necessary permits for the
functioning of the systems are granted in a
timely manner. Expansion into international
markets through the ‘Al Alliance’ provides
for  regulatory  sandboxes.!?**  The
decentralisation of the model is brought forth
by the need to comply with state driven Al
laws. This entails that the AI governance in

116 'EU Artificial Intelligence Act | Up-to-Date Developments and Analyses of the EU Al Act'
https://artificialintelligenceact.eu/ accessed 7 February 2026.

17 'AT Act' (European Commission, 10 November 2025) https://digital-strategy.ec.europa.eu/en/policies/regulatory-

framework-ai accessed 7 February 2026.
118 National Science Foundation, New Al Model Could Revolutionize U.S Manufacturing' (NSF, 20 August 2025)

https://www.nsf.gov/news/new-ai-model-could-revolutionize-us-manufacturing accessed 7 February 2026.
19 DJ Trump, The White House and JD Vance, Winning the Race (2025) https:/whitehouse.gov/wp-
content/uploads/2025/07/Americas-Al-Action-Plan.pdf accessed 7 February 2026.

120 M

Szczepanski, "United States Approach
https://www.europarl.europa.eu/RegData/etudes/ATAG/2024/757605/EPRS _ATA(2024)757605_EN.pdf

to Artificial Intelligence' (2024)

accessed 7 February 2026.
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3. United
Kingdom

4. Singapore

A pro innovation
approach to Al
regulation

Model Al
Governance
Framework 2024

mCASCA

CENTRE FOR ADVANCED STU nusl\(\lu RLAW AND

ARTIFICIAL |\n|||n\

the US must be free from the bureaucratic red
tape. 121

It is flexible, avoids any The context-driven regulation entails that
legislative although a rule might find its application to a

watertight
rules.

A phased and voluntary

approach

governance.

for

Al

model, the context or manner of the usage of
the Al must be considered before any strict
rules are proposed.

The proportionality in governance rules is
indicated by increased collaboration with
existing regulators, rather than creating a new
cross-sector Al regulator.'?? These regulators
must ensure that any unnecessary barriers to
application of these laws are removed. The
role of regulatory bodies, such as the Digital
Regulation = Cooperation  Forum, in
supporting the functions of the central
government has been acknowledged. The
guidelines operate as a sandbox for testing
new innovative business strategies. !>

The Framework is conducive to global
standards, with regards to sector specific
guidelines.'?* One of the key features of the
Framework includes the Implementation and
Self-Assessment Guide for Organizations
(ISAGO), which serves as a guiding
document for industry players to implement
the Framework.!'?®

This model determines the necessary level of
human involvement in Al-augmented
decision making along with suggested

121 'White House Unveils Comprehensive Al Strategy: ‘Winning the Race: America's Al Action Plan’ (White &
Case, 14 August 2025) https://www.whitecase.com/insight-alert/white-house-unveils-comprehensive-ai-strategy-
winning-race-americas-ai-action-plan accessed 7 February 2026.

122 'A Pro-Innovation  Approach to Al  Regulation' (GOV.UK, 3  August 2023)
https://www.gov.uk/government/publications/ai-regulation-a-pro-innovation-approach/white-paper accessed 7
February 2026.

123 KPMG and KPMG International Limited, 'The UK's Evolving Pro-Innovation Approach to Al Regulation'
(KPMG, 3 September 2024) https://kpmg.com/xx/en/our-insights/ai-and-technology/the-uk-s-evolving-pro-
innovation-approach-to-ai-regulation.html accessed 7 February 2026.

124 ‘Singapore's Approach to Al  Governance' (Personal Data Protection = Commission)
https://www.pdpc.gov.sg/help-and-resources/2020/01/model-ai-governance-framework accessed 7 February
2026.

125 World Economic Forum and others, Companion to the Model Al Governance Framework — Implementation
and Self Assessment Guide for Organizations (2020) https:// www.pdpc.gov.sg/-/media/Files/PDPC/PDEF-
Files/Resource-for-Organisation/Al/SGlsago.pdf accessed 7 February 2026.
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internal governance structures and measures.
The Guide is supplemented with industry
examples, which promote easier application
by business organisation. Although this guide
operates as a voluntary standard, it also
undertakes a context-based approach, since
all the practices listed in the guide are not
compulsorily applicable to all the players in
the market.
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Al in Global and Indian Healthcare and Finance Sector: Regulation, Adoption, and
Governance

I. Artificial Intelligence in Healthcare: Practices and Increasing Regulatory Review

Al has become a key player in the healthcare sector and has seen rapid growth throughout the
different aspects of healthcare, such as diagnosis, treatment, and even the manufacturing of
drugs. The global healthcare industry has started incorporating Al in their already existing
systems for imaging, digital pathology, and other areas, while also facing the increasing
intricacy of the regulatory frameworks.!?® At the same time, India is working out a complete
governance strategy that is going to combine international standards and practices with the
local needs of data protection, health equity, and competitiveness in the industry. This section
intends to provide an overview of the global and Indian developments in Al-enabled healthcare
to the point of regulation, usage, and risk.

The top global companies showcase the move of Al from trial experiments to the clinical
integration of the whole process. Medtronic uses Al in all their procedures of gastrointestinal
endoscopy, the detection of arrhythmias through ECGs, control over diabetes with algorithms,
and surgeries done with the help of robots, all this leads to superior detection accuracy, more
efficient workflow, and the same quality of clinical assessments at different places. GE
HealthCare uses Al for the automated ultrasound measurement, hospital care optimisation
through command-centre analytics, and remote patient monitoring systems that detect the
deterioration of patients at an early stage. Philips is the one who takes the lead in Al for
enterprise imaging and digital pathology by making productivity gains through Al and creating
standardised review workflows. In addition to MedTech, the global virtual care platforms are
already using Al for its patients.

All these inventions are the proof of AI’s evolution from a considered challenge to being an
assistant in a clinic and operating room, a change that is very much rooted in the suggested
deploying and evidence-based practices.'?’

The widespread use of Al in medical applications has resulted in a huge wave of reforms in
regulations, which vary from one jurisdiction to another one. These are explored below.

European Union

The EU AI Act (which has been implemented since 2024) places most medical Al under the
high-risk category and thus requires risk management, use of high-quality datasets only, and
that transparency, robust logging, and human oversight are in place. These requirements are
running side by side with the Medical Device Regulation (MDR) and In Vitro Diagnostic

126 Arjun Panesar, Machine Learing and Al for Healthcare: Big Data for Improved Health Outcomes (Apress
2019).

127 Lalitkumar K Vora and others, ‘Artificial Intelligence in Pharmaceutical Technology and Drug Delivery

Design’ (2023) 15 Pharmaceutics 1916 <https://www.ncbi.nlm.nih.gov/pmc/articles/PMC10385763/> accessed
7 February 2026.
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Regulation (IVDR), thus putting an extra layer of obligations on the sellers of Al-driven

instruments who are exporting to the EU market.'?

United Kingdom

The MHRA is intensifying the control over software that is considered as a medical device
(‘SaMD’) by increasing conformity assessments, improving post-market surveillance, and
collaborating with the NHS in regulatory sandboxes to test the real-world efficacy of the
models.'?

The FDA has made AI/ML SaMD lifecycle regulatory management its top priority, putting
strong emphasis on the aspects of transparency, reducing bias, clinical trials, and having pre-
decided control of change plans for adaptive systems. State-level Al regulations regarding
safety and transparency are increasingly acting as a support to federal guidance.

Global Standard-Setting Bodies

Besides, international organisations are the regulators’ expectations. One of the main features
of the World Health Organisation (‘“WHOQO”) is the responsible Al it is promoting, which is
rooted in the principles of fairness, safety, and building governance capacity. The OECD is
emphasising Al's dual nature improving productivity and quality while causing risks connected
with darkness, dataset bias, and lack of supervision. Both of them are putting the same
requirement of strict evaluation, explainability, and outcome monitoring for Al in healthcare to
be considered trustworthy. '3

India's Governance and Ethical Framework

The Al governance landscape in India is a mix of global principles and the Indian health
system's needs. Trust, human oversight, fairness, and safety are the principles that the
Guidelines for AI Governance in India enunciate. They suggest the establishment of an Al
Governance Group and an Al Safety Institute. These guidelines go hand in hand with the DPDP
Act, which requires prior consent, limitations on the purpose of data collection, and
minimisation of data collected for health datasets.

Ethical Guidance for Health AI

The Indian Council of Medical Research (ICMR) has provided a set of ethical guidelines for
the use of Al in biomedicine, which underlines the importance of:

e the model being transparent and easily understandable,
e the dataset's quality and the need for it to be representative,

e the conducting of bias audits and making public the findings of such audits,

128 Gabriela Galvin, ‘Europe Is Using Al in Health Care without Enough Guardrails, WHO Warns’ (euronews19
November 2025) <https://www.euronews.com/health/2025/11/19/europe-is-rolling-out-ai-in-health-care-
without-sufficient-patient-protections-who-warns> accessed 19 November 2025.

129 Sharon Frank, A New Model for European Medical Device Regulation : A Comparative Legal Analysis in the
EU and the USA (Europa Law Pub 2003).

139 Junaid Bajwa and others, 'Artificial Intelligence in Healthcare: Transforming the Practice of Medicine' (2021)
8 Future Healthcare Journal 188 https://pmc.ncbi.nlm.nih.gov/articles/PMC8285156/ accessed 7 February 2026.
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e Informed consent specific to the algorlthmlc interventions.

This framework ensures that health Al tools respect patient rights and minimise risks of
misdiagnosis or inequitable outcomes. Al is increasingly deployed in India for telemedicine
triage, TB and ophthalmic screening, digital workflows, and population health analytics. Best
practices emphasise interoperability, privacy protection, bias mitigation, and real-world
performance monitoring. These measures are necessary given documented vulnerabilities such
as false negatives in underrepresented populations and insufficient model validation.

Despite strong potential, Al in healthcare carries significant risks. Studies have linked
insufficiently validated Al medical devices to substantially higher recall rates, especially within
the first year of FDA authorisation. Investigations of adverse-event reports highlight diagnostic
errors, algorithmic drift, and opaque change-management processes for learning systems.
Additional analyses show disparities in performance for underrepresented groups, reinforcing
the need for representative datasets, transparent dashboards, and clear accountability structures.

I1. Artificial Intelligence in Finance: Developing Practices and Increasing Regulatory
Review

The heart of modern finance is now artificial intelligence: trading engines, risk operations,
credit decisions, compliance analytics, and consumer-facing processes are being automated.
With this increase in speed in adoption, the global regulators have increased pressure on the
model testing, explainability, accountability and guardrails surrounding the market stability and
fairness.

Jane Street: The Case of Hi-Tech AI in Markets

Jane Street are entities that have been traditionally an iconic frontier of quantitative finance,
which publicly features large-scale use of deep learning architectures, large-scale model
training infrastructures, and tightly integrated research-production pipelines. Its systems are
focused on speed of prediction, optimisation of execution and efficiency in market making of
global asset classes.!!

In 2025, the regulator of India, SEBI, banned Jane Street and related entities. The concerned
funds were also frozen due to claims of motionable activity around the index and options
exposures. Unbiased studies raised red flags over unusual delta imbalances, unusual intraday
reversals, and expiry-consistent movements that supposedly favoured some options books.
Jane Street has not confessed any wrongdoing, arguing that its trades were based on index arb
and provision of liquidity and not market distortion.

The event increased scrutiny as press coverage reported huge multi-billion-rupee profits in the
review period of the derivatives and cash markets in India- further alarming wider questions as
to whether advanced algorithmic models, run at scale in an environment heavy in retail, can
accidentally or intentionally affect benchmark levels.!?

131 Jayshree P Upadhyay, 'India Regulator to Decline Jane Street Data Request in Court, Sources Say' (Reuters, 17

November 2025) https://www.reuters.com/sustainability/boards-policy-regulation/india-regulator-decline-jane-
street-data-request-court-sources-say-2025-11-17/ accessed 7 February 2026.

132 PTI, 'Sebi Initiates Enforcement Action against 886 Entities in Apr 2024-Jun 2025 for Market Manipulation'
(The Economic Times, 19 August 2025) https://economictimes.indiatimes.com/markets/stocks/news/sebi-
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In the international markets, Al is used by systematlc funds and banks to generate, execute,
control market-impacts, find prices and market-make. The industry estimates that there will be
high growth in algorithmic trading tools over the next 5 years to 2032 because both buy-side
and sell-side participants are intensifying their use of Al

Al is today the foundation of real-time anomaly detection, behavioural surveillance, model-
risk management, and stress discoveries. The regulators emphasise regularly on the
significance of open governance, documented decision-making, model validation, and human-
in-the-loop control.

Credit scoring, fraud analytics, claims automation, and customer management are some of the
areas where banks and fintech’s turn to Al. Such systems are highly expected concerning bias
testing, fairness, explainability, and auditability.

The Legal Environment that Governs AI Implementation:
European Union

Under the EU Al Act, financial Al systems, such as credit scoring, are classified as high-risk
and the firms are to implement end-to-end risk controls, data-quality controls, logging, and
human controls. It also promotes early alignment through the Al Pact, as well as harmonisation
with MiFID/MiFIR obligations!*3.

United Kingdom

The UK FCA is technology-neutral, outcomes-based, mapping Al governance with its current
financial services requirements. It focuses on defined roles, accountability at the board level,
cross-disciplinary controls, effective documentation, and proportionate testing.

United States of America

In Al-driven trading, the US policymakers pay attention to explainability, mitigation of bias,
model risks and resilience. The CFTC or other agencies check on the possibility of the
automated systems to amplify volatility, or as an element in a disordered market event.

Jane Street and Market Lessons.

The SEBI-Jane Street affair demonstrates how strong algorithmic strategies can be subject to
market-abuse norms, particularly in the case of options, index components, and expiry
interplay, forming feedback mechanisms. It also indicates the growing assertive responses of
the supervisors. Studies on algorithmic markets also caution against cascading failures in cases
where large numbers of strategies operate alike (as in the historic flash crash processes), which
calls into doubt the need of circuit breakers and kill switches and robust model behaviours.

initiates-enforcement-action-against-886-entities-in-apr-2024-jun-2025-for-market-
manipulation/articleshow/123385143.cms accessed 7 February 2026.

33 'How Do MIiFID II and MiFIR Apply to the Repo Market in the EU?" (ICMA, 2025)
https://www.icmagroup.org/market-practice-and-regulatory-policy/repo-and-collateral-markets/icma-ercc-
publications/frequently-asked-questions-on-repo/39-how-do-mifid-ii-and-mifir-apply-to-the-repo-market-in-the-
eu/ accessed 7 February 2026.
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